
exercise, relaxation, competition, exhibition, romance, 
exhilaration and therapy. When swimmers and bathers frolic 
underwater they risk exposing their hair to active pool drains. 
For example, swimming a circuit to and from a drain is a 
common aquatic exercise that brings the head into the vicinity 
of the drain where strands of hair may be entrained into the 
drainage flow and pass through the apertures in conventional 
drain gratings.
When hair strands are drawn through drain gratings hair 
entanglement may proceed by the knotting or wrapping 
mechanisms illustrated in Figs. 1a and 1b respectively. Both 
mechanisms are sufficiently aggressive that a bather may be 
trapped even in the face of heroic intervention. Drain covers 
can be designed to avoid hair entanglement or to allow escape. 
Some of the physical and mechanical properties of hair have 
been collected in Table 1 to assist our understanding of hair 
entrapment.
1. Collimated Gratings
By extending the vertical dimensions of most conventional 
drain gratings, one obtains a series of prismatic tubes such as 
shown in Fig. 2. If these tubes are longer than the critical hair 
length shown in Fig. 3, there are no mechanical elements for 
the hair strands to snag or lasso. “Between – Tube Knotting” is 
only possible when hair strands exceed the critical length 
which is currently set at 16 in. (406 mm) in the U.S. [7].
The elongated tube concept was fully described by Barnett in a 
Triodyne Safety Alert in February 1998 [8]. Figure 2b from 
that publication was patented by Barnett on May 18, 1999 [9]. 
A utility patent [10] was granted to Nelson on November 9, 
1999 for the same concept. The idea of an elongated tube for 
controlling hair entanglement was incorporated into Patent 
6,230,337 B1 [11] by Barnett on May 15, 2001 and into Patent 
6,738,994 B2 [12] by Barnett and Poczynok on May 25, 2004. 
The latter two patents address all of the entrapment hazards 
including hair entanglement. Note that the spherical profile 
illustrated in Fig. 2b mitigates body entrapment and 
evisceration hazards.
2. Cantilevered Grating Elements
Conventional grating elements, such as shown in Fig. 1, 
consist of horizontal prismatic beams supported at both ends. 
As indicated in Fig. 1a, no escape geometry is provided in the 
knotting mode. Furthermore, a single wrap around a straight 
element can entrap a strand of hair. On the other hand, 
cantilevered elements always provide escape geometry as 
illustrated in Fig. 4a. Indeed, the steep angle on the bottom 
surface of the element leads to shedding of the hair lasso. The 
effect of the tapered cantilever
Figure 1. Hair Entanglement Models
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profile illustrated in Fig. 4b also precludes wrapping 
entanglement by the same shedding mechanism [13].
Figure 5 depicts various drain grating designs which 
incorporate only cantilevered elements. The domed profile 
illustrated in Fig. 5c makes it very difficult to fully cover the 
drain with the human body. This safety feature attenuates the 
development of a dangerous vacuum.
3. Cutting Edge Grating Elements
Disengagement of entangled hair from drain gratings is 
restricted by forces developed at the bottom surface of the 
grating elements. If these surfaces are fashioned into a cutting 
edge as shown in Fig. 6, hair strands may be severed to release 
a bather. The edges may incorporate some of the modern “stay 
sharp” profiles. Grating materials must be selected to sustain 
the integrity of the cutting edges in the face of harsh pool and 
hot tub chemistry. Furthermore, the grating apertures must be 
designed to preclude finger contact with the sharp edges at the 
bottom of the grating.
4. Liftable Gratings
Unsecured gratings will not hold down a swimmer whose hair 
has become ensnared. Most conventional gratings are secured 
to pool surfaces or main drains using fastening systems that 
cannot be breached by human strength. Conceptually, it is a 
straight forward problem to design covers with detents or 
breakaway fasteners that will release them at modest force 
levels (see Fig. 7). As a practical
Table I. Follicle Facts
Figure 2. Collimated Grating
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matter, there are many design constraints;
• Currently (2012) hair pull is limited to 5 lbf (22 N).
• Hair entrapment may occur anywhere on the grate.
• Hair pull may be applied in any direction.
• Vandal resistance.
• UV and chemical resistant (10 year exposure)
• High reliability.
• The bather may defeat the concept by pushing against or 
standing on the grate while attempting to extricate their hair.
• The bather must be able to swim to the surface with the 
grating entangled in their hair.
• A missing grating may expose swimmers to tripping hazards, 
limb entrapment, body entrapment, and evisceration.
A safety grating was invented and marketed by Zars in January 
2001 [14] which addressed many of the foregoing design 
constraints.
5. 1.5 Feet/Second Rule
By fiat the pool industry has adopted a rule-of-thumb 
masquerading as a theorem; “Hair entanglement will not occur 
in grate/covers when the water flow speed is kept below 1.5 ft/
sec [457 mm/sec].” The most current national safety standard, 
ANSI/APSP-16 2011 [7], specifies that,
4.1.4 Field Fabricated Outlets. For field fabricated outlets, hair 
entrapment tests are not required, but velocity through cover/
grate openings shall not exceed 1.5 ft/sec (4.675 gpm/in.2) 
[457 mm/sec (2.73 Lpm/cm2)] of open area.
At the state level, New York’s Codes, Rules and Regulations, 
2007 states the following [15]:
NYCRR §6-1.29 (2007) 9.6.2
• 9.6.2 Grating. The main drain suction outlet shall be 
protected by anti-vortex covers or gratings.
• The open area shall be large enough to assure the velocity 
does not exceed 11/2 feet per second through the grating. 
Openings in grates shall not be over one-half inch wide.
• Gratings or drain covers shall not be removable without the 
use of tools.
In 2009, on behalf of Hayward Pool Products, Gary Ortiz and 
Robert Rung provided a comprehensive discussion of the 1.5 
ft/sec rule in their presentation entitled “Prescriptive and 
Performance
Figure 3. Critical Length
Figure 4. Cantilevered Grating Elements
Strands
of HairStrandof HairCantileveredElementKnota) KNOTTING 
MODEb) WRAPPING MODECantileveredElementCRITICAL 
LENGTH,L
Standards: Flow Ratings of Suction Outlet Fittings (Main 
Drains)” [16]. Among their observations are the following:
• Earliest citation found – 1958 “National Spa and Pool 
Institute (NSPI) Recommended Standard;”
“The outlet grate clear area shall be such that when the 
maximum flow of water is being pumped through the floor 
outlet, the velocity through the clear area of the grate shall not 
be greater than 1 1/2 ft. per second….”
• No known scientific or technical basis for the 1.5 ft/sec. rule.
• Hair tests performed by “Nationally Recognized Testing 
Laboratories” have demonstrated entrapment in accordance 
with ASME A112.19.8-2007 [17] at flow velocities as low as 
1.3 ft/sec. This disproves the 1.5 ft/sec. rule.
• In some cases a flow velocity of 1.5 ft/sec. exceeds cover 
manufacturer’s flow rating.
6. Performance Criteria (Conventional Covers)
A statistical performance standard has been promulgated by 
standard ANSI/APSP-16 2011 that will decrease but not 
eliminate hair entrapment by entanglement. Under standardized 
conditions that tend to simulate hair entanglement scenarios, 
manufactured (as opposed to field fabricated) grates/covers are 
tested with respect to the forces required to extricate hair 
samples at various flow rates. The hair entrapment forces are 
generated by hydrodynamic drag on the hair strands, by 
friction resistance of strands rubbing against grating elements, 
and by interference caused by entanglement. Eighty percent of 
the flow rate associated with an extraction force of 5 lbf (22 N) 
becomes the rating of the candidate grate/cover.
Figure 5. Cantilevered Grating Assemblies
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Figure 6. Intersecting Sharp Edged Grating Elements
Figure 7. Breakaway Grating Concepts
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Several rules-of-thumb guide designers of conventional outlet 
covers;
• Small apertures reduce the entrainment of strands into the 
grate/cover elements. (Recall: 29 hair loops break at 5 lbf (22 
N))
• Friction resistance is lowered by passageways that are not 
circuitous.
• Small flow velocities decrease hydrodynamic drag.
• Small flow velocities reduce turbulence that entangles hair 
strands. (Recall: All known hair entrapment accidents have 
been caused by entanglement)
The hair entrapment standard contains a number of relevant 
passages;
• Hair Samples
Type 1. A full head of natural, fine, straight, blond European, 
human hair with cuticle on hair stems, 16 in. (406 mm) in 
length, 5.5 oz ± 0.5 oz (155g ± 15g), and affixed to a 
Professional Wig Display Mannequin.
Type 2. Natural, medium to fine, straight, light brown colored 
human hair weighing 2 oz ± 0.11 oz (57 g ± 3g) and having a 
length of 16 in. (406 mm) affixed to a 1 inch [25 mm] 
diameter wood dowel of length 12 in [305 mm]. Notes: No 
research has established that these hair samples are the most 
tangle-prone The full head sample always governs the flow 
rating.
• Five pounds is specified in the standard because it is 
speculated to be the pain threshold of children. Note: No 
research has been performed to establish a proper hair pull 
criterion.
• Before a force test is executed, the test dowel or test skull is 
manipulated for 60 sec. and then held against the outlet fitting 
for another 30 sec. to feed hair into the fitting.
• Ten tests are conducted with each sample type at various 
resistance levels approaching 5 lbf (22 N).
• Hair exposure to a grating during testing is of the order of 
one hour. This may be compared to the typical exposure of 
swimmers to a given style grate/cover. For example, 250,000 
covers that are “life rated” for seven years may be exposed to 
swimmers for a 180 hr/year. The outlet cover spends almost 
1/3 of a billion hours in the company of swimmers.
B. Suction Entrapment Safeguards
Suction gives rise to body and limb entrapment and 
evisceration. Two approaches are used to mitigate these 
dangers; reduced suction and timely termination of suction. 
The basis suction entrapment problem is framed in Fig. 8a 
where a perfect pump creates a full vacuum (absolute pressure 
= zero). If a body seals the sump it is subjected to a hold-down 
pressure p where p = 14.7 psi + H (0.4333 psi/ft) [p= 101 kPa 
+ H(9.801 kPa/m)] where H is the head of water above the 
sump in feet (meters for SI units). Hold-down forces of 400 to 
600 lbf (1780 to 2669 N) are developed in circular sumps and 
frames; two to three inch (51-76 mm) PVC pipes develop 
between 50 and 100 lbf (222 and 445 N) respectively.
When an immersed body does not completely seal a sump or a 
suction outlet pipe, the water flowing past the body produces a 
pressure drag related to the pressure difference between the 
upstream and downstream surfaces. The water flow also 
creates a viscous shear called skin friction at the body/fluid 
boundaries. The total drag on a body or limb is sensitive to 
flow velocity which in turn depends on the pressure 
differential created by the pump.
For uncovered sumps Fig. 8 displays the current schemes for 
controlling the pressure differential. Because the dual drain, 
Fig. 8b, and the unblockable sump, Fig. 8c, allow water to 
continuously flow into the pump, a full vacuum cannot be 
developed. For the vent system, Fig. 8d, and the gravity feed 
system, Fig. 8e, the maximum vacuum cannot exceed Hg. 
When the water column in the vent line or collector tank is 
drawn down completely, air is entrained into the pump which 
loses its prime. With respect to the single blockable sump in 
Fig. 8a, drain covers are designed with unblockable ports for 
water to bypass partially obstructed covers. For suction outlet 
pipes, a scalloped end precludes sealing. For perfectly sealed 
suction outlet devices, even the smallest pumps, given 
sufficient time, can pull a near perfect vacuum. On the other 
hand, for a partially sealed sump, pipe, or drain cover the hold-
down force increases with pump size and capability.
Another approach for protecting bathers from suction dangers 
is to shut down or reverse the motor/pump system whenever 
the vacuum level is too high. This is accomplished with so 
called Safety Vacuum Relief Systems (SVRS). These systems 
may monitor line pressure, flow, or electrical load. At harmful 
levels they introduce various combinations of protocols,
• Shut off pump motor
• Reverse flow direction
• Incapacitate pump (introduce air to kill the prime)
• Reduce pressure to atmospheric
It is generally accepted that the SVRS devices do not act 
rapidly enough to prevent evisceration. On the other hand, 
some restrict the vacuum levels such that evisceration will not 
take place.
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Figure 8. Entrapment Avoidance Systems
C. Mechanical Entrapment Safeguards
Suction outlet covers are strainers fashioned with one or more 
holes of various geometries. Ideally, they should allow 
maximum water flow with minimum throughput of solids such 
as fingers or apparel. The New Zealand Swimming Pool 
Design Standard NZS 4441:2008 requires that grate opening 
either preclude the passage of a 0.3 in. (8mm) diameter rod or 
allow the passage of a 1 in. (25 mm) diameter rod [18]. Infants 
cannot pass their fingers through an 8mm circular hole [19]. In 
the U.S. a finger probe designed by Underwriters Laboratories 
[20] provides the anti-finger entrapment criteria. Suction 
fittings shall not allow the passage of the 25mm diameter 
cylindrical end of the UL Articulated Probe. On the other end 
with the articulated finger, penetration is limited for small 
aperture opening and for large aperture openings.
ANTI-LIMB ENTRAPMENT INSERT
Manufactured or field built sumps, used in swimming pools are 
generally serviced by 1 1/2 to 3” (38 to 76 mm) PVC pipes 
oriented perpendicular or parallel to the bottom surface of the 
pool. The entrance to the pipe may be unencumbered, it may 
be cemented into a socket that is built into a manufactured 
sump, or it may be cemented into the socket end of a fitting 
that has a threaded pipe end that screws into a receptacle built 
into the sump. The associated passageways into the pipe all 
provide a limb entrapment hazard. The safety objective is to 
design a device that eliminates this hazard without 
significantly compromising the water flow. Further, the safety 
device must not introduce new dangers with respect to hair or 
finger entrapment.
A. Anti-Limb Entrapment
Figure 9a shows a photograph of a candidate pipe insert for a 
2” PVC pipe. This safety device incorporates scallops around 
its leading edge to prevent bathers from sealing the pipe or 
sump outlet and developing a hold-down force as high as 64 
lbf (O.D. x 14.7 psi) [285]. Using the test set-up illustrated in 
Fig. 10, the withdrawal forces associated with an adult 
anthropometric hand are presented in Table 2. Various 
blocking strategies were tested using a 2” PVC pipe insert with 
three scallops. Ten trials were conducted per strategy.
To set up each trial, the choice blocking material was attached 
to a hanging load cell in the desired position by a flexible 
nylon cord and an eyebolt. The load cell was fastened to an 
Acme screw jack. During testing, the wheel of the jack was 
manipulated to raise and lower the set-up into and out of 18” 
of water. The 2 hp (1.5kW) STA-RITE pump was powered on 
prior to the lowering of the blockage item. Of the strategies 
tested, three included setting a blockage item above the pipe 
insert and one blocked the pipe without the insert. For control 
purposes, an aluminum contact disk was used to seal the pipe 
without the insert. All of the attachments were negatively 
buoyant, and their forces were deducted from data averages to 
produce corrected averages.
Turning to the results, observe from Table 2 that a flat body 
contact produces a withdrawal force of only 6.5 lbf (29 N); a 
karate chop (edge of hand) across two scallop valleys can be 
withdrawn with 13.7 lbf (60.9 N). A three year old, according 
to Reference 7, can develop a removal force of 15 lbf (67 N). 
When an adult palms the 2” pipe insert, the withdrawal force is 
20.7 lbf (92.1 N) or 43.5% of the full blocking removal force. 
The smaller hand of a child cannot develop such high resisting 
forces.
Referring to Figs. 9c and 9d, the pipe remains a single hole 
(simply connected) with a cross-section that will not admit a 
25mm diameter rod. When infants reduce their hands to the 
narrowest configuration as shown in Fig. 11, the smallest 2 – 
3.5 year old cannot reach through a circular hole smaller than 
1.5 in. (38.1mm) [19]. Clearly, the three fin insert cannot be 
breached. When the insert wall thickness is 1/16 in. (1.6 mm), 
the cross-sectional area is reduced by 18.94%.
B. Anti-Hair Snare Design
In general, hair can become ensnared on fins or scallops. The 
two worst case scenarios for these contingencies are depicted 
in Fig. 12a. Observe that at any point on the fin, the contact 
angle of a hair loop may be sufficiently shallow that the hair 
strands will slide. The contact angle that will guarantee such 
slipping is related to the coefficient of friction of the hair/fin 
couple. If the entire edge of the fin makes the same contact 
angle with all hair strands, the shape of the fin forms an iso-
friction surface that will always shed hair.
The shape of the fin can be obtained using the polar 
coordinates shown in Fig. 12b. At any point (r,q) the angle a is 
fixed, thus,
= tan drrdconstantqa= Eq. 1
At the initial point on the fin,
Using separation of variables we obtain the equation defining 
the edge of the fin:
rRe=−00()tanqqa Eq. 2
The length of the fin, xmax, is the radius associated with the 
largest possible q, q = p/2; thus,
Fin Length xrmax(/)≡p2
r
Rat=00 = qq
=−Re020(/)tanpqa Eq. 3
The width of the fin y at any point (r, q) is given by y = r cos 
q or
yRe=−00cos()tanqqqa Eq. 4
The maximum fin width ymax is obtained in the usual way by 
setting the derivative of y equal to zero; thus,
dydoptoptqqqqa==⇒=0tantan Eq. 5
Hence,
qaopt=−tan(tan)1 Eq. 6
Figure 9. Two Inch Anti-Limb Entrapment Insert - Three 
Scallops Three Fins
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y
yReoptmax[tan(tan)()cos[tan(tan)]==−−−qaaq0110]]tana Eq. 7
The relationship between the constant angle a and hair friction 
can be obtained by examining a tangent to the fin curve, Fig. 
13. The free body diagram of the hair/fin contact point shows 
that the external tangential component force F cos b is opposed 
by the friction force m F sin b. The hair strand will slip if
mbbFFsincos< Eq. 8
Hence,
bm<−tan(/)...11 slipcriterion Eq. 9
In terms of the complimentary angle a,
apm>−−/tan(/)...211 sheddingcriterion Eq. 10
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Figure 12. Anti-Hair Snare Geometry
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Example: R0 = 0.49 in. (12 mm), q0 = 0, m = 1
Shedding Angle: apm=−−/tan(/)211 Eq. 10
=−−p/tan(/)2111
a
p=/...(º)445
Iso-Friction Fin: rRe=−00()tanqqa Eq. 2
=−04904.()tan/ eqp
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=−049204.(/)tan/ epp
==049235712.../ einp
Max Fin Width:
yRemax[tan(tan)]tancos[tan(/)]=−−−01110maqa
=−−−0491114041.cos[tan(/)][tan(tan/)]tan/epp
==04940759941.cos(/)..[/]() ppein
Referring back to Fig. 12 a, a horizontal loop of hair is shown 
straddling the top of a scallop. As the hair is withdrawn, planar 
forces act on the scallop as depicted in Fig. 14. An upward 
component of the hair force urges the hair strand off of the 
scallop. In addition to shedding, the hair loop may be lifted off 
of the scallop or it may unravel.
C. Mechanical Entrapment Mitigation
The cross section of a typical pipe insert is shown in Fig. 9c 
and 9d. Roughly, the single (simply connected) hole is divided 
by symmetrically located fins that define an inscribed central 
circle surrounded by sectors. The sectors provide prismatic 
passageways that admit the articulated finger of the UL 
Articulated Probe without resistance. On the other hand, they 
preclude any penetration of the 1 in. (25mm) cylindrical end of 
the probe.
The central passageway to the phantom inscribed circle is like 
a funnel leading to a pinch point. A pinch point is defined as 
“Any location inside the assembled suction fitting where an 
aperture enlarges upstream and downstream.” The maximum 
width of the fins, ymax, was designed to prevent the second
Figure 13. Friction Relationships
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articulated joint of the UL Probe from passing beyond the 
pinch point. Observe from the example that ymax = 0.7599 in. 
(19.30 mm) when R0 = 0.49 in. (12 mm). The diameter of the 
inscribed circle for an insert that fits tightly inside a 2” PVC 
Schedule 40 pipe (I.D. = 2.049 in. [52.04 mm]) with a wall 
thickness of 1/16 in.(1.6 mm) is given by,
Inscribed Circle Diameter = I.D. – 2 (Wall Thickness – 2 ymax
= 2.049 – 2 (1/16) – 2 (0.7599)
= 0.4042 in. (10.27 mm)
The smaller dimension of the second joint of the UL Probe is 
0.460 in. (11.7 mm); therefore, there is no penetration as 
required by ANSI/APSP-16 2011 [7].
OBSERVATIONS
A. The proposed retrofit insert is designed to be cemented into 
a specific size pipe. The cement may be placed on the 
cylindrical surface of the insert and/or on the bottom surface of 
the shoulder segments shown in Figs. 9 and 12. The cement 
only resists human efforts to remove the insert; otherwise, very 
small forces interact with the insert. Removal of a cemented 
insert is easier if only the shoulder segments are bonded to the 
outlet.
B. The insert is designed to fit not only a specific size pipe; 
but, all of its fittings and sump terminations as well. 
Unfortunately, the fittings are often smaller than the pipe I.D. 
To accommodate this situation with a single size insert, a slot 
has been incorporated into the insert sidewall as shown in Figs. 
9a and 9d. In the case of the 2” PVC pipe insert, squeezing the 
walls allows it to fit both the original pipe, I.D. = 2.049 in. 
(52.04 mm), and the male/female adapter with an I.D. = 1.900 
in. (48.26 mm).
C. The sidewall slot has an additional property that greatly 
facilitates the cementing process. The slot allows an oversize 
insert diameter that spring loads itself against the I.D. of the 
pipe or pipe fitting. This holds the insert in position while the 
cement is setting.
D. The anti-limb entrapment insert prevents limb entrapment 
without any significant compromise to the flow.
E. The iso-friction profile of the fins causes hair loops to shed. 
Even a rubber band is immediately cast off.
F. The scallops provide an anti-hair snare geometry that 
quickly sheds both hair loops and rubber bands. Their 
cantilever construction always provides escape geometry for 
hair strands.
G. The scallops prevent sealing of the outlet pipe. Children 
will not be exposed to forces greater than 15 lbf (67 N). 
Sealing forces can range from 50 to 100 lbf (222 to 445 N) 
using a 2 inch to 3 inch PVC pipe.
H. Mechanical and finger entrapment are mitigated by the 
prismatic sectors formed by the fins. The inscribed central 
circle defined by the fins for pinch point that passes the UL 
Probe test.
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Abstract  Scientific laws are introduced to engineering students in the various disciplines, for example, Ohm’s law in electrical 
engineering; Newton’s law in mechanical engineering; Boyle’s law in fluid mechanics; Entropy in thermodynamics; Avogadro’s 
constant in chemical engineering; and the Mass - Energy Equivalence (E = mc2) in physics. Ask someone to cite some of the laws in 
safety engineering! Indeed, ask a safety practitioner to define safety. Will he explain that the technical definition of safety is the 
reciprocal of Risk which is defined almost everywhere as a combination of hazard severity and hazard exposure? This challenged 
definition of safety is really a description that has been replaced by the safety community with Risk Matrices developed through 
consensus not research. It has, nevertheless, been incorporated into guidelines for conducting Risk Assessment and Risk Reduction 
which is the subject of this paper. Generally, if we characterize a contrivance, the protocols for its risk assessment and risk reduction 
include five building blocks: Hazard Identification, Definition of Risk, Risk Acceptance Criteria, Hierarchies of Control, and Control 
Management. The value of these protocols for defining safety and improving safety, derives from the fact that the combination of 
building elements includes the concepts of Design and Safeguards which are supported by the classical engineering disciplines. In 
addition, users of the protocols are introduced to the full safety toolbox together with an enlightened presentation covering most of 
the significant historical safety observations. On the other hand, these building blocks have never been validated by research and the 
protocols have not been compared to risks computed from actual statistical data. The protocols are critiqued in this paper primarily 
through the lens of their authors. With time, the risk protocol that was originally presented as a guideline has undergone a 
metamorphosis into a faux-safety theorem by virtue of its introduction into a variety of consensus standards and safety reference 
books. It has achieved ubiquity and currently carries the mantle of a gold standard for determining Tolerable Risk. Notwithstanding 
its value, it remains an art form that does not contribute to the basic underpinnings of safety technology. Protocols present in three 
different forms. The most advanced are directed toward products that reflect critical mishaps such as aircraft design and weapon 
design; these protocols contain an extra building block, Validation and Documentation, together with Risk Acceptance Criteria that 
include independent authority outside the purview of the design team. An intermediate level protocol that is championed by ISO/IEC 
deals with non-critical mishaps that also include the extra building block, Validation and Documentation, without the requirement 
that Risk Acceptance Criteria embrace independent scrutiny. Finally, a very popular protocol of a type recommended by ANSI for 
non-critical mishaps, has no validation requirements and uses Risk Acceptance Criteria for the determination of tolerable risk that 
reside in the discretion of the designers. 

Keywords: risk, hierarchies of control, risk matrix, mishaps, system safety

INTRODUCTION

The Food and Drug Administration (FDA) requires that every 
mishap with medical devices be investigated and recorded. 
Product liability lawsuits that result in trials leave a paper trail that 
is available to the public. Hospitals write up descriptions of 
traumatic injuries; historically, the records from approximately 
100 hospitals are reviewed by government agencies in an attempt 
to represent the experiences of approximately 5100 hospitals with 
a trauma capability. Almost every manufacturer keeps a record of 
accidents caused by each of their products. In short, the United

States is drowning in data that would allow the safety 
community to calculate the harm exhibited by almost every 
product. Harm caused by an accident is measured by Risk 
which is defined as a combination of hazard severity and 
hazard exposure. Measured Risk would be available for every 
brand and model product or any type of product if only the 
statistical data could be accessed. For a given product, Risk 
might be presented as a bell-shaped curve; Total Risk for a 
product could be described monetarily; the Risk per Man 
Hour of exposure could be expressed; or the Risk per Unit 
Time might be specified. The myriad ways of presenting harm

This paper has been published in the American Journal of Mechanical Engineering, 2020, Vol. 8, No. 3, 127 - 143.
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or risk would include the current use of a Risk Matrix, i.e., 
High, Medium, Low, and Negligible. 

It is unfortunate that the power expended to delineate 
the affairs of every US citizen has not been harnessed to 
characterize accident statistics. In response to this state of 
affairs, the safety community has chosen to circumvent the 
straightforward approach to Risk Analysis that embraces 
analyzing, recording, and counting accidents, for an alternative 
approach that involves the development of protocols for 
performing Risk Assessment and Risk Reduction. Typically, 
the protocols involve the following building blocks: 
Hazard Identification, Definition of Risk, Risk Acceptance 
Criteria, Hierarchies of Control, Control Management. In 
the following subsections, all of the Risk Analysis elements 
are discussed beginning with a lexicon defining the 
important nomenclature used in the various risk algorithms.  
A. Lexicon 

1. Acceptable Risk: Risk that the appropriate
acceptance authority is willing to accept without
additional mitigation. [3]

2. Consensus: General agreement. Not necessarily
unanimous agreement.

3. Consensus Standards: When there is consensus
among stakeholders in a given safety area, this
may result in the formulation of a standard, code,
regulation, principal, or rule-of-thumb.

4. Contractor: An entity in private industry that
enters into contracts with the Government to
provide goods or services. [3]

5. Design: To plan and develop a device to meet the
intended purpose and function during its lifecycle.
[6]

6. Environmental Impact: An adverse change to the
environment wholly or partially caused by the
system or its use. [3]

7. Event Risk: The risk associated with the hazard as
it applies to a specified hardware/software
configuration during an event. Typical events
include Developmental Testing/Operational Testing,
demonstrations, fielding, and post-fielding tests. [3]

8. Extended Use: Use of a product or system in a
way intended by the supplier; but, not intended by
the designer.

9. Fielding: Placing the system into operational use
with units in the field or fleet. [3]

10. Government-Furnished Equipment (GFE): Property
in the possession of or acquired directly by the
Government, and subsequently delivered to or
otherwise made available to the contractor for use.
[3]

11. Government-Furnished Information (GFI):
Information in the possession of or acquired
directly by the Government, and subsequently
delivered to or otherwise made available to the
contractor for use. Government furnished information
may include items such as lessons learned from
similar systems or other data that may not normally
be available to non-Government agencies. [3]

12. Government-Off-The-Shelf (GOTS): Hardware or
software developed, produced, or owned by a
government agency that requires no unique
modification of the lifecycle of the product to meet
the needs of the procuring agency. [3]

13. Harm: Injury or damage to the health of people, or
damage to property, or the environment. [4]

14. Hazard: Potential source of harm. [6]
15. Hazardous Situation: Circumstance in which

people, property, or the environment is/or exposed
to one or more hazards. [4]

16. Initial Risk: The 1st assessment of the potential
risk of an identified hazard. Initial risk establishes
a fixed baseline for the hazard. [3]

17. Intended Use: Use in accordance with information
provided with a product or system, or, in the
absence of such information, by generally
understood patterns of usage. [4]

18. Level of Rigor: A specification of the depth and
breadth of software analysis and verification
activities necessary to provide a sufficient level of
confidence that a safety-critical or safety-related
software function will perform as required. [3]

19. Lifecycle (of a machine): [6]
-  Design and construction
-  Transport and commissioning
-  Use
-  Decommissioning

20. Manufacture: (see supplier)
21. Mishap: An event or series of events resulting in

unintentional death, injury, occupational illness,
damage to or loss of equipment or property, or
damage to the environment. [3]

22. Mitigation Measure: Action required to eliminate
the hazard or when a hazard cannot be eliminated,
reduce the associated risk by lessening the severity
of the resulting mishap or lowering the likelihood
that a mishap will occur. [3]

23. Program Manager (PM): The designated
Government individual with responsibility for and
authority to accomplish program objectives for
development, production, and sustainment of the
system/product/equipment to meet the user's
operational needs. The program manager is
accountable for credible cost, schedule, and
performance reporting. [3]

24. Protective Measures: Design, safeguarding,
administrative controls, warnings, training, or
personal protective equipment used to eliminate
hazards or reduce risks. [6]

25. Reasonably Foreseeable Misuse: Use of a product
or system in a way not intended by the supplier.
This includes extended use. [4]

26. Residual Risk: Risk remaining after risk reduction
measures have been implemented. [4]

27. Risk: Combination of hazard severity and hazard
exposure. [4]

28. Risk Analysis: Systematic use of available information 
to identify hazards and to estimate the risk. [4]

29. Risk Assessment: Overall process comprising of a
risk analysis and a risk evaluation. [4]

30. Risk Evaluation: Procedure based on the risk
analysis to determine whether tolerable risk has
been exceeded. [4]

31. Risk Reduction Measure: Action or means to
eliminate hazards or reduce risks. [4]

32. Safeguarding: Guards, safeguarding devices,
awareness devices, safeguarding methods, and
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safe work procedures. [6] 
33. Safety (colloquial): Freedom from risk which is

not tolerable. [4]
34. Safety Critical: A term applied to a condition,

event, operation, process, or item whose mishaps
severity consequence is either Catastrophic or
Critical (e.g. safety-critical function, safety-critical
path, and safety-critical component). [3]

35. Safety-Critical Function: A function whose failure
to operate or incorrect operation will directly
result in a mishap of either Catastrophic or Critical
severity. [3]

36. Severity: The magnitude of potential consequences
of a mishap to include: death, injury, occupational
illness, damage to or loss of equipment or property,
damage to the environment, or monetary loss. [3]

37. Supplier: An entity that provides or makes
available for use all or part of a machine or system.
[6]

38. System: The organization of hardware, software,
material, facilities, personnel, data, and services
needed to perform a designated function within a
stated environment with specified results. [3]

39. System-of-Systems: A set or arrangement of
independent systems that are related or connected
to provide a given capability. [3]

40. System Safety: The application of engineering and
management principles, criteria, and techniques to
achieve acceptable risk within the constraints of
operational effectiveness and suitability, time, and
costs throughout all phases of the system lifecycle.
[3]

41. System Safety Engineering: An engineering
discipline that employs specialized knowledge and
skills in applying scientific and engineering
principles, criteria, and techniques to identify
hazards and then to eliminate the hazards or
reduce the associated risks when the hazards
cannot be eliminated. [3]

42. System Safety Management: All plans and actions
taken to identify hazards; assess and mitigate
associated risks; and track, control, accept,
and document risks encountered in the design,
development, test, acquisition, use, and disposal of
systems, subsystems, equipment, and infrastructure.
[3]

43. Target Risk: The projected risk level the PM plans
to achieve by implementing mitigation measures
consistent with the design order of precedence in
the Hierarchies of Control. [3]

44. Tolerable Risk: Level of risk that is accepted in a
given context based on the current values of
society. [6]

45. User: Any entity that utilizes the machine, system,
or related equipment. [6]

46. User Representative: For fielding events, a
Command or agency that has been formally
designated in the Joint Capabilities Integration and
Development System process to represent single
or multiple users in the capabilities and acquisition
process. For non-fielding events, the user
representative will be the Command or agency
responsible for all personnel, equipment, and

environment exposed to the risk. For all events, 
the user representative will be a peer level 
equivalent to the risk acceptance authority. [3] 

B. Product Characterization 
Technologists have always strived to provide 

humankind with products and machines that do their 
bidding. This has resulted in a marvel of technology that 
has sprung into existence through unfettered intuition and 
systematic discipline. With each contribution of a 
contrivance, there are corresponding risks that are the 
preoccupation of the safety community. To assess each 
risk, one begins with the characterization of the product or 
system. Each of the protocols studied for this paper 
contain an extensive write-up of the elements required to 
begin a risk assessment. The actual details are not the 
focus of this paper, only the overall commonality among 
the protocols. 
C. Hazard Identification 

The identification of hazards is a classic building block 
of almost every safety analysis including the Risk 
Protocols under study. The Safety Theorem assures us that 
every physical contrivance presents an infinite number of 
hazards. This theorem, which is discussed by Barnett in 
[1], can be stated as, 

Safety Theorem: 
“Every physical entity created by man or nature is a 

hazard capable of causing harm.” 
For noncritical mishaps risks are normally assessed for 

intended, extended, and reasonably foreseeable misuses of 
a product. For critical mishaps additional risks may be 
identified that arise from speculation or systems safety 
analysis. It should be noted that almost all safety standards 
focus on hazards and their mitigation. 

The identification of product misuses is among the most 
challenging exercises in risk analysis. This derives from 
the quotation, “It is impossible to make anything foolproof 
because fools are so ingenious (Author unknown).” The 
prediction of miscreant behavior remains a risky art form. 
D. Definition of Risk 

At the present time, no quantitative definition of risk is 
available. The various qualitative definitions of risk; 
Colloquial, Standards, Regulatory, Torts, and Heuristic; 
have recently been presented by Barnett in [2]. In spite of 
this dreadful state of affairs, the Definition of Risk 
remains a building block that is incorporated into every 
Risk Analysis protocol. In order to accomplish this, the 
safety community has introduced the notion of a Risk 
Matrix. Here, by entering the independent variables 
hazard severity and hazard exposure into a risk matrix, 
one obtains a four- or five-part Risk ranking, e.g., High, 
Serious, Medium, Low, and Eliminated. A typical Risk 
Assessment Matrix is shown in Exhibit 1 which is taken 
from the Department of Defense, MIL-STD-882E [3]. 

It should be noted that the lowest risk category, 
Eliminated, rarely appears on other Risk Protocols. For 
critical mishaps, this is often the only category for 
Tolerable Risk. 

The shortcomings associated with the definition of risk 
include the creation of a Risk Matrix; MIL-STD-882E, for 
example, recommends the Risk Assessment Matrix 
described in Exhibit 1 “unless tailored alternative 
definitions and/or a tailored matrix are formally approved 
in accordance with Department of Defense Component 
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policy.” Further, the definition of risk has not been 
compared to real statistical data. The characterization of 
the input variables used in the Matrices, hazard severity 
and hazard exposure, are treated extensively in the various 
protocols.  

Exhibit 1. Risk assessment matrix (MIL-STD-882E [3]) 

RISK ASSESSMENT MATRIX 
Severity 

Probability 
Catastrophic 

(1) 
Critical 

(2) 
Marginal 

(3) 
Negligible 

(4) 
Frequent (A) High High Serious Medium 
Probable (B) High High Serious Medium 
Occasional (C) High Serious Medium Low 
Remote (D) Serious Medium Medium Low 
Improbable (E) Medium Medium Medium Low 
Eliminated (F) Eliminated 

Notwithstanding their attempts, the protocols use 
subjective language to pigeonhole continuous variables 
into only a handful of categories. In the end, Risk presents 
at only four or five levels which are not refined enough to 
make distinctions among competitive products or to sign-
off on the mitigation of catastrophic hazards. 
E. Risk Acceptance Criteria 

At any stage in the development of a product its risk 
can be determined using a Risk Assessment protocol. The 
magnitude of this risk is now processed by the building 
block “Risk Acceptance Criteria” where a decision is made 
to either accept the risk or mediate the design until a tolerable 
risk is achieved. Each of the protocols provides guidance 
in making this decision, e.g., ISO/IEC Guide 51:2014E [4] 
suggests that Tolerable Risk can be determined by: 

47. The current values of society;
48. The search for an optimal balance between the

ideal of absolute safety and what is achievable;
49. The demands to be met by a product or system;
50. Factors such as suitability for purpose and

cost-effectiveness.
Risk acceptance is always a subjective judgment call. 

F. Hierarchies of Control 
Whenever the determination of risk is too high, design 

mitigation efforts are undertaken as prescribed by the 
building block, Hierarchies of Control. A collection of 
these hierarchies is discussed by Barnett in [5] where a full 
set of protective measures is organized to systematically 
reduce the risk of a product or system. Such hierarchies 
constitute rules-of-thumb born from speculation and given 
legitimacy by consensus, not research. A typical hierarchy 
may incorporate the following safety concepts: Eliminate 
Hazards, Reduce the Hazard Severity, Safeguard, Warn, 
and Use Personal Protective Equipment. Each of the 
hierarchies of control reviewed by Barnett began with the 
admonition Eliminate the Hazard. As it turns out this is a 
unique amelioration strategy because of the following 
Elimination Theorem: 

Elimination Theorem: 
“A system can achieve Zero Risk if and only if all its 

hazards are eliminated.” 
Other than eliminating the hazard, all other remediation 

strategies continue to exhibit hazards with their associated 
risks. Furthermore, the analyst should take into account 
that adding a protective measure may add additional 
hazards or increase risks from other hazards. 

G. Control Management 
The final building block common to every Risk 

Analysis protocol, Control Management, concerns itself 
with the order and application strategy of all the other 
building block disciplines used in the pursuit of tolerable 
risk. It specifies the role of the machine/system supplier 
and user in the application and documentation of risk 
assessment and risk reduction procedures. Management 
schemes may be introduced that are unique to a genre of 
protocols, e.g., validation requirements may be called for 
when critical mishaps are foreseeable. This subject will be 
pursued further in the following sections of this paper. 

2. Risk Acceptance and Risk Reduction
Protocols

Our survey of the available Risk Analysis protocols 
reveals three general types of protocols that are 
distinguished by their inclusion or exclusion of Critical 
Mishaps, their requirement for Validation, and their 
reliance on in-house or independent authority for Risk 
Acceptance Criteria. All embrace the same building 
blocks; to wit, Product/System Characterization, Hazard 
Identification, Definition of Risk, Risk Acceptance Criteria, 
Hierarchies of Controls, and Control Management. Every 
protocol includes the full collection of protective measures 
and each candidate has a detailed description of the 
elements that enter into every building block. 
A. Type 1 Protocol Characteristics: No Critical Mishaps, 
No Validation Requirements, and In-House Risk Acceptance 
Criteria 

A typical Type 1 protocol is associated with the ANSI 
B11.TR3-2000 Technical Report for Machine Tools, 
“Risk Assessment and Risk Reduction - A Guide to 
Estimate, Evaluate and Reduce Risks Associated with 
Machine Tools [6].” Exhibit 2 describes the risk 
assessment and risk reduction process depicted in the 
report with all of the classic building blocks. The Risk 
Analysis objective is to achieve a tolerable risk for the 
product/system under consideration. Generally, this task 
requires the participation of the product Supplier and the 
product User. The management of their activities is shown 
in the flowchart described in Exhibit 3 entitled 
“Relationship between supplier and user showing the 
hierarchy of applying protective measures.” Referring to 
this exhibit, we observe that that the risk is continually 
reduced to a level called, Residual Risk. When the 
residual risk is found to be tolerable, the Risk Analysis is 
complete. The in-house Risk Analysis team establishes the 
appropriate Tolerable Risk level. The following Type 1 
protocols are available: 

1. “ANSI B11.TR3-2000, Risk Assessment and Risk
Reduction - A Guide to Estimate, Evaluate and
Reduce Risks Associated with Machine Tools,”
American National Standards Institute, Inc. 1819 L
Street NW, Washington, DC 20036.

  Comment 11: This technical report is a guideline 
intended for use on all new or modified machines 
and equipment designs and processes. 

1 Most of the critiques are quotes from the source document. 
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  Comment 2: All of the ANSI B11 Series machine 
standards call for Risk Analysis protocols that are 
guided by this ANSI publication. 

  Critique 3: Every building block incorporated into 
this report is fundamentally flawed. They are based 
on consensus, not research; they have not been 
validated; they embrace concepts that cannot be 
quantified; and they are embroiled in subjective 
language. 

  Critique 4: “This guideline estimates risks (p. ii).” 
  Critique 5: “This technical report recognizes 

that zero risk does not exist and cannot be 
attained. However, a good faith approach 
to risk assessment and risk reduction as described 
in this guide should achieve a tolerable risk level 
(p. vi).” 

  Critique 6: “Because these tasks can be so diverse, 
the risk assessment process can best be conducted 
using a team of knowledgeable and affected persons 
(p. vi).” 

2. “Safety Through Design,” Wayne C. Christiansen
and Fred A. Manuele, National Safety Council,
NSC Press Product No. 17644 - 0000, 1999 [7].

  Comment 1: Mission - “To reduce the risk of injury, 
illness and environmental damage by integrating 
decisions affecting safety, health and the environment 
in all stages of the design process.” 

  Critique 2: “move from the ‘retrofit’ era to the 
‘Safety Through Design’ era.” 

  Critique 3: “The work of the Institute for Safety 
Through Design is not only to have the safety 
through design concepts adopted by industry, but 
also to impact the university engineering education 
programs.” 

  Critique 4: “The editors envisioned and secured a 
series of excellent authors having a diversity of 
background, business and industry experience, 
and success in their areas of expertise, that provided 
material based on industry experience and 
minimally on academic postulations.” 

  Critique 5: “Readers will find divergent viewpoints, 
which are acceptable, since there has been 
success with many different approaches to their 
application.” 

3. ANSI/AIHA Z10-2005, “American National Standard
- Occupational Health and Safety Management
Systems,” American National Standards Institute
(ANSI) and the American Industrial Hygiene
Association (AIHA), Appendix D and E, Published
by American Industrial Hygiene Association, 2700
Prosperity Ave., Ste. 250, Fairfax, VA 22031,
Copyright 2005, Stock Number: SMAA05-69 [8].

  Comment 1: Scope. This standard defines minimum 
requirements for occupational health and safety 
management systems (OHSMS). 

  Critique 2: “The management system in this 
standard is designed to continually improve safety 
and health performance, and is aligned with the 
traditional Plan - Do - Check - Act approach for 
improving the workplace.” 

4. ANSI/RIA R15.06 - 1999, “American National

Standard for Industrial Robots and Robot Systems - 
Safety Requirements,” American National Standards 
Institute (ANSI) and Robotic Industries Association 
(RIA), Published by Robotic Industries Association, 
PO Box 3724, Ann Arbor, MI 48106, 1999 [9]. 

  Critique 1: An example risk assessment methodology 
is presented in Annex C. It begins with a brief list 
of general considerations. 

General Considerations: 
“One of the main keys to performing a successful risk 

assessment that captures all of the tasks and hazards 
associated with the equipment, is the participation of those 
individuals that work with and on the equipment. As a 
minimum this should include the following types of 
personnel: 
  Operator 
  Maintenance personnel (electricians, pipefitter, 

toolmaker, set-up, programmer) 
  Engineer, System Engineer and or Design Engineer 
Optimum group size would be 4 - 8 of the above types 

of personnel. 
The other key players is the person performing the risk 

assessment. This individual should have experience in 
working with groups and have familiarity with the 
equipment process. 

The process used to solicit input on the tasks 
and hazards is best conducted in a team brainstorming 
format.” 
  Comment 2: A standard requirement for control 

reliability is found in Clause 4.5.4; “Control reliable 
safety circuitry shall be designed, constructed and 
applied such that any single component failure shall 
not prevent the stopping action of the robot.” 

5. Engineering and Technology, 13th Edition, “Accident
Prevention Manual for Business and Industry,”
Editors: Philip E. Hagan, John F. Montgomery, and
James T. O’Reilly, Copyright 2009 by the National
Safety Council, Chapter 1: Safety Through Design
[10].

  Critique 1: A Risk Matrix is presented that is taken 
from MIL-STD-882D [11]. In addition, another 
Risk Acceptance Matrix is displayed in their 
Table 1-B that provides Numerical Gradings; this is 
shown in Exhibit 4. Quoting from Chapter 1, 
“It is presented here for people who prefer to deal 
with numbers rather than qualitative indicators, 
(take care, though: the numbers are arrived at 
judgmentally and are qualitative.)” 

  Critique 2: The following two definitions are 
introduced in Chapter 1: 
“Acceptable Risk: Risk for which the probability 
of a hazard-related incident or exposure occurring, 
and the severity of harm or damage that may result 
are as low as reasonably practicable (ALARP) and 
tolerable in the setting being considered. 

ALARP: The level of risk that can be further lowered 
only by an increment in resource expenditure that cannot 
be justified by the resulting decrement of risk.” 

Beware of terminating mitigation efforts on the basis of 
ALARP because of diminishing returns on amelioration 
efforts. 
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Exhibit 2. Risk assessment and risk reduction process (ANSI B11.TR3-2000 [6]) 
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Exhibit 3. Relationship between supplier and user showing the hierarchy of applying protective measures (ANSI B11.TR3-2000 [6]) 
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Exhibit 4. Quantitative Risk Matrix 

Table 1-B. Risk Assessment Matrix: Numerical Gradings 
Occurrence Probabilities and Values 

Severity Levels and Values Frequent (5) Likely (4) Occasional (3) Seldom (2) Unlikely (1) 
Catastrophic (5) 25 20 15 10 5 
Critical (4) 20 16 12 8 4 
Marginal (3) 15 12 9 6 3 
Negligible (2) 10 8 6 4 2 
Insignificant (1) 5 4 3 2 1 

Very high risk: 15 or greater; high risk: 9 to 14; moderate risk: 4 to 8; low risk: under 4. 

6. ANSI B11.3-2002, “Safety Requirements for Power
Press Brakes,” American National Standard for
Machine Tools, Approved February 14, 2002,
Secretariat and Accredited Standards Developer:
The Association for Manufacturing Technology,
Attention: Safety Department, 7901 West Park
Drive, McLean, VA 22102 [12].

  Comment 1: The standard uses “shall” language 
when calling for Risk assessment/risk reduction. 

  Comment 2: The standard does not present enough 
details to assess risk; however, it refers extensively 
to ANSI B11.TR3 for guidance. 

  Critique 3: Under Explanatory Information (p. 12): 
“Zero risk does not exist and cannot be attained. 
However, a good faith approach to risk assessment 
and risk reduction should reduce risk to a tolerable 
level. For further information on tolerable risk, see 
ANSI B11.TR3.” 

  Comment 4: A Risk Matrix is not presented in the 
standard. 

  Comment 5: Annex B - Task/Hazard Identification 
(informative): This Annex lists sources of hazards 
associated with the design and construction, 
installation, use and care of the press brake. This 
two-page section projects the strength of a 
consensus standard. 

7. ANSI B11.1-2001, “Safety Requirement for
Mechanical Power Presses,” American National
Standard for Machine Tools, Secretariat and
Accredited Standards Developer: The Association
for Manufacturing Technology, 7901 Westpark
Drive, McLean, VA 22102-4269, Approved
November 6, 2001 [13].

  Comment 1: This standard requires the execution of 
a Risk Analysis. 

  Critique 2: The standard explicitly calls out 
for most of the building blocks; Task and  
Hazard Identification, Hierarchies of Controls,  
Risk Acceptance Criteria, and Control Management. 
The building block Definition of Risk with  
its associated Risk Matrix is implicit; the 
determination of risk must follow ANSI  
B11.TR3-2000. 

  Comment 3: The identification of reasonably 
foreseeable tasks is described in Clause 5.1. 

8. ISO 14121-1: 2007(E), “Safety of Machinery - Risk
Assessment - Part 1: Principles,” First Edition,
2007-09-01, ISO, Case postale 56, CH 1211,
Geneva 20, Switzerland [14].

  Comment 1: This standard is nominally identical to 
ANSI B11.TR3-2000. 

  Comment 2: This standard is a typical Type I 
protocol; it differs from the ISO/IEC Guide 
51:2014(E) which is a Type II protocol that 
includes an additional building block, Validation 
and Documentation.  

9. ISO/TR 14121-2: 2007, “Safety of Machinery - Part
2: Practical Guidance and Examples of Methods,”
First Edition: 2007-12-15, ISO, Case postale 56,
CH 1211, Geneva 20, Switzerland [15].

  Critique 1: “The purpose of risk assessment is to 
identify hazards, and to estimate and evaluate risk 
so that it can be reduced. There are many methods 
and tools available for this purpose and several are 
described in this document. The method or tool 
chosen will largely be a matter of industry, 
company or personal preference. The choice of a 
specific method or tool is less important than the 
process itself. The benefits of risk assessment come 
from the discipline of the process rather than the 
precision of the results; as long as a systematic 
approach is taken to get from hazard identification 
to risk reduction, all the elements of risk are 
considered. (p. v)” 

  Critique 2: “The risk assessment is performed once 
again when the design is finalized, and when a 
prototype exists and after the machinery has been in 
use for a while. (p. v)” 

  Critique 3: “Risk assessment is generally more 
thorough and effective when performed by a team. 
The size of a team varies according to the following: 

a) the risk assessment approach selected;
b) the complexity of the machine;
c) the process within which the machine is utilized;
The team should bring together knowledge and 

different disciplines and a variety of experience and 
expertise. However, a team that is too large can lead to 
difficulty and remaining focused or reaching consensus. 
The composition of the team can vary during the risk 
assessment process according to the expertise required for 
a specific problem. A team leader, dedicated to the project, 
should be clearly identified, as the success of the risk 
assessment depends on his or her skills. 

However, it is not always practical to set up a team for 
risk assessment and it can be unnecessary for machinery 
or hazards are well understood and risk is not high. 

Note: Confidence in the findings of a risk assessment 
can be improved by consulting others with the knowledge 
and expertise, as outlined in 4.2.2 and by another 
competent person reviewing the risk assessment. (p. 2)” 
  Critique 4: “Moreover, resources are better directed 

at risk reduction efforts rather than towards an 
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attempt to achieve absolute precision and risk 
estimation (p. 8).” 

  Critique 5: “Generally, designers can only establish 
that risk has been reduced as far as practicable or 
that the objectives of risk reduction have been 
achieved (p. 8).” 

  Critique 6: “A risk matrix is a multidimensional 
table allowing the combination of any class of 
severity of harm with any class of probability of 
occurrence of that arm. The more common matrices 

are two-dimensional but a matrix can have as many 
as four dimensions (p. 8).” 

  Critique 7: “5.4.4.5 Quantified Risk Estimation: All 
of the above methods are qualitative in nature. 
Although numbers are used with some tools and 
others express risk levels numerically, their nature 
is essentially qualitative. There are no common 
reference data and a numerical risk level estimated 
using one tool cannot directly be compared to one 
estimated using another. 

Exhibit 5. Iterative process of risk assessment and risk reduction (ISO/IEC Guide 51: 2014(E) [4]) 
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Exhibit 6. Risk reduction: combination of efforts at design and use phase (ISO/IEC Guide 51: 2014(E) [4]) 

Quantified risk estimation consists of the mathematical 
calculation, as accurately as possible with the data 
available, of the probability of a specific outcome 
occurring during a specific duration of time. Risk is often 

expressed as the annual frequency of the death of an 
individual. Quantified risk estimation allows the 
calculated risk to be compared with criteria that can be 
related back to an actual number of deaths per year or 
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accident statistics. It allows risk reduction measures to be 
evaluated in terms of by how much they reduce the risk so 
that the most cost-effective solution can be chosen. Unlike 
the qualitative methods that estimate the risk from each 
hazardous situation separately, quantified risk estimation 
is generally used to estimate the total risk from all sources 
to an individual (pp. 9 - 10).” 
  Comment 8: “Documentation of the Risk Assessment: 

It is important that the process be properly 
documented in order to allow examination of 
decisions at a later date by others who’ve not been 
directly involved in the risk assessment (p. 15).” 

  Comment 9: This document provides a thorough 
discussion of Risk Analysis that includes several 
different methods of determining risk. In addition, a 
number of different Risk Matrices are presented. 
There are no requirements for validation and no 
requirements for outside agencies to determine Risk 
Assessment Criteria. 

B. Type 2 Protocol Characteristics: No Critical Mishaps, 
Requires Validation, and In-House Risk Acceptance Criteria 

A typical Type 2 protocol is presented in the ISO/IEC 
Guide 51:2014(E), “Safety aspects - Guidelines for their 
inclusion in standards.” The iterative process of risk 
assessment and risk reduction is outlined in Exhibit 5 
where a new building block has been added, Validation 
and Documentation. Validation is discussed in Section 6.4, 
“Standards should include guidance to validate the 
implemented risk reduction measures, including: their 
effectiveness, e.g. test methods.” Observe that the 
validation and documentation requirement has been placed 
as the last activity in the Risk Analysis process. 
Presumably, this step will mitigate the fundamental 
shortcomings of the building blocks and any errors made 
in the execution of the algorithms. Recall that the  
building blocks are rules of thumb that were created by 
consensus and speculation, not research. Exhibit 6, 
entitled, “Risk reduction: combination of efforts at design 
and use phase,” is almost identical to Exhibit 2 for the 
Type 1 protocol. It is worth repeating that the Residual 
Risk must be equal to or lower than the Tolerable Risk 
before the product/system being studied is accepted. For 
Type 2 protocols the establishment of the Tolerable Risk 
level falls within the purview of the in-house Risk 
Analysis team. 

The following Type 2 protocols are available: 
1. ISO/IEC Guide 51:2014(E), “Safety aspects -

Guidelines for their inclusion in standards,”
International Organization for Standardization (ISO)
and the International Electrotechnical Commission
(IEC), Case postale 56, CH - 1211, Geneva 20,
Switzerland.

  Comment 1: “This Guide aims to reduce the risk 
arising from the design, production, distribution, 
use (including maintenance) and destruction or 
disposal of products or systems.” 

  Critique 2: Important observation - “Where hazards 
or hazardous situations with multiple risks have 
been identified, care should be taken to prevent risk 
reduction measures chosen to reduce one risk from 
resulting in another intolerable risk.” 

  Critique 3: “Inherently safe design measures are the 
first and most important step in the risk reduction 

process. This is because protective measures 
inherent to the characteristics of the product or 
system are likely to remain effective, whereas 
experience has shown that even well designed 
guards and protective devices can fail or be violated, 
and information for use might not be followed.” It 
should be noted that every proposed set of 
Hierarchies of Controls begins with the admonition 
to “eliminate hazards.” 

  Critique 4: “Work on a standard starts with the 
identification of all the safety aspects to be covered. 
At this stage, it is essential to gather all relevant 
information [e.g. accident data, research reports.]” 

  Critique 5: “Requirements for risk reduction 
measures (protective measures) should: a) be laid 
down in precise and clearly understandable 
language; b) be technically correct.” 

  Critique 6: “Where performance-based risk 
reduction measures are prescribed by the standard, 
the requirements should include detailed 
verification methods for determining compliance 
with the performance requirements.” 

  Critique 7: “It is advisable to minimize the use of 
subjective terms or words unless they are defined in 
the standard.” 

2. “ANSI B11.0 - 2020, “Safety of Machinery,”
American National Standard Institute, B11
Standards, Inc. POB 690905, Houston, TX 77269,
Approved: December 16, 2019 [16].

  Comment 1: Harmonization: “This standard has 
been harmonized with international (ISO) and 
European (EN) standards by the introduction of 
hazard identification and risk assessment as the 
principal method for analyzing hazards to personnel 
to achieve a level of acceptable risk.” 

  Comment 2: “This standard guides machinery 
suppliers and users through a risk assessment 
process that identifies reasonably foreseeable 
hazards and reduces corresponding risks to an 
acceptable or tolerable level.” 

  Comment 3: The ANSI B11.0 standard is a Type-A 
standard, i.e., a basic safety standard that gives 
basic concepts, principles for design, and general 
“foundational” aspects that can be applied broadly 
across different types of machinery. 

  Comment 4: “Risk assessment is a scalable process, 
which simply means that risk assessment can be 
applied to a single hazard, to multiple hazards of a 
simple machine, or to hazards on more complex 
(automated) machine systems.” 

  Comment 5: “Risk assessment can be applied to 
new machines, to existing machines, or modified 
machines.” 

  Comment 6: New definition: Point of Operation - 
The location in the machine where the material or 
workpiece is positioned and work is performed on 
the material or workpiece. 

  Comment 7: New definition: Risk Reduction 
Measure - this is the new name for “protective 
measure.” 

  Comment 8: A thorough discussion of the risk 
assessment process is found in Clause 6 (pp. 37 - 
49). An outline of this process is presented in 
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Exhibit 7. It should be noted that an additional 
building bock has been added to the Type-1 
protocols; namely, Validate Solutions. This vital 
distinction identifies ANSI B11.0-2020 as a Type-2 
protocol. 

  Comment 9: A complete discussion of General Risk 
Reduction Requirements may be found in Clause 7. 
Both Clauses 6 and 7 are supported by Annexes A 
through H. 

  Comment 10: A number of risk assessment matrices 
are treated in Annex F. 

  Critique 11: Validation and verification of risk 
reduction measures is covered Clause 6.8. The 
shortcomings of the Type-1 protocols are 
circumnavigated in the light of an effective 
validation program. 

3. ANSI B11.2 - 2013, “Safety Requirements for
Hydraulic and Pneumatic Power Presses,”
American National Standard for Machines,
Secretariat and Accredited Standards Developer:
B11 Standards, Inc. POB 690905, Houston, TX
77069-0905, Approved: February 12, 2013 [17].

  Comment 1: Clause 4 - Responsibility: “Machine 
suppliers and users have responsibilities for 
defining and achieving acceptable risk. The supplier 
and user either separately or jointly shall identify 
hazards, assess risks and reduce risks to an 
acceptable level within the scope of their respective 
work activities. See ANSI B11.0.” 

  Critique 2: The following Normative Reference 
constitutes a provision of this American National 
Standard: ANSI B11.0-2010, Safety of Machinery; 
General Requirements and Risk Assessment. (Note: 
ANSI B11.TR3-2000 has been incorporated into the 
B11.0 standard.) This implies that the normal 
building blocks are adopted by the subject standard. 

  Critique 3: The iterative process as it relates to risk 
assessment and risk reduction is identical to Exhibit 
7. Observe the addition of the building block,
Validate Solutions. Clause 7.4 entitled Testing and 
Start-UP describes the testing and start-up 
procedures that are required. 

  Critique 4: Clause E7.4(a): “All testing and start-up 
procedures should be based on a risk assessment. 
This provides a confidence level for the procedure.” 

  Comment 5: This standard is a Type-C standard: 
“(machinery safety standards) deal with detailed 
safety requirements for a particular machine or 
group of machines.” 

C. Type 3 Protocol Characteristics: May Address 
Critical Mishaps, Requires Validation, Requires 
Independent Authority for Risk Acceptance. 

A representative Type 3 protocol is provided by 
MIL-STD-882E, “Department of Defense, Standard 
Practice, System Safety,” USA, 11 May 2012. This 
system safety standard practice identifies the Department 
of Defense (DOD) Systems Engineering approach to 
eliminating hazards where possible. When a hazard cannot 
be eliminated, the associated risk should be reduced to the 
lowest acceptable level within the constraints of cost, 
schedule, and performance by applying the system safety 
design order of precedence. The order precedence used in 
the Hierarchy of Controls adopted in this military standard 

is similar to those used in Type 1 and Type 2 protocols, 
e.g.,
  Eliminate hazards through design selection. 
  Reduce risk through design alteration, i.e., reduce 

the severity and/or the probability of the mishap 
potential caused by the hazards. 

  Incorporate engineered features or devices. 
  Provide warning devices. 
  Incorporate signage, procedures, training, and 

personal protective equipment. 
The military standard also uses the same Definition of 

Risk encountered in Type 1 and Type 2 protocols. The 
Risk Matrix associated with this building block was 
presented in Exhibit 1. Aids for determining the 
independent variables associated with the risk matrix, 
severity and exposure (probability level), are displayed in 
Table 1 and Table 2 respectively. Type 3 protocols are 
distinguished from Type 1 and Type 2 protocols by two 
additional building blocks, Verify, Validate and Document 
Risk Reduction: Verify the implementation and validate 
the effectiveness of all selected risk mitigation measures 
through appropriate analysis, testing demonstration, or 
inspection. 

Risk Acceptance Criteria: Before exposing people, 
equipment, or the environment to known system-related 
hazards, the risks shall be accepted by an appropriate 
authority. 

The following Type 3 protocols are available: 
1. MIL-STD-882E, “Department of Defense, Standard

Practice, System Safety,” USA, 11 May 2012,
https://assist.dla.mil

  Critique 1: Task 401 of this military standard is 
entitled Safety Verification. Under task description 
it states, “The contractor shall define and perform 
analyses, tests, and demonstrations; develop models; 
and otherwise verify the compliance of the system 
with safety requirements on safety-significant 
hardware, software, and procedures (e.g., safety 
verification of iterative software builds, prototype 
systems, subsystems, and components.) Induced or 
simulated failures shall be considered to 
demonstrate the acceptable safety performance of 
the equipment and software. 

  Critique 2: The verification and validation 
requirement in the military standard compensates 
for the impoverished veracity of the standard 
building blocks. Where critical mishaps are possible 
in systems such as nuclear power plants or aircraft, 
validation is essential for achieving “near risk-free 
designs.” 

  Critique 3: The Government provides an exacting 
oversight capability on the performance of the 
Contractor and system user that is not available in 
the Type 1 and Type 2 protocols. 

2. “Safety and Health for Engineers, 2nd Edition,”
Roger L. Brauer, Published by John Wiley & Sons,
Inc., Hoboken, NJ, Copyright 2006, Chapter 36 [18].

  Comment 1: Presents the Military Standards 
(MIL-DTD-882 B, D) 

3. “On the Practice of Safety - 3rd Edition,” Fred A.
Manuele, Wiley-Interscience, John Wiley and Sons,
Inc., 111 River Street, Hoboken, NJ 07030,
Copyright 2003, Chapters 13, 14, 15 and 18 [19].
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  Comment 1: This reference book analyzes the 
MIL-STD-882D (10 February 2000) standard. 

  Critique 2: The shortcomings of the fundamental 
building blocks which are components of all the 
Risk Analysis protocols are studied in great detail. 
The author identifies the subjective nature of the 
fundamental concepts that are the backbone of risk 
analysis and risk reduction. He asserts, with great 
justification, that the protocols represent an art form 
as opposed to an algorithm based on a solid 
scientific foundation. The protocols provide at best 
a qualitative representation of risk; they fall short of 
describing risk quantitatively. 

  Critique 3: The “Validation” building block, which 
is not included in Type 1 protocols, is largely 
ignored in the author’s treatment of System Safety. 
Mr. Manuele offers an important observation, 
“With the hope of generating a further interest by 
generalist safety professionals in the basics of 
system safety, I suggest that they concentrate on 
those basic concepts through which gains can be 
made in an occupational or product design setting 
and avoid being repulsed by the more exotic 
hazard/risk assessment methodologies.” 

  Critique 4: In my opinion, Prof. Ralph L. Barnett, 
by not pursuing exotic hazard/risk assessment 
methodologies and elaborate analytical methods we 
have left the safety profession bereft of the 
intellectual underpinnings that are the foundation of 
both engineering and scientific disciplines. Safety 
programs have all but disappeared from the 
universities in this country because of a lack of 
funding and political interest; discussing transitory 
codes, standards, regulations, and courtroom 
decisions are not the stuff that professors can 
publish without perishing. 

  Critique 5: Type 3 protocols have flourished in 
those areas involving critical mishaps, e.g., the 
design of ships, missiles, and medical equipment. It 
should be noted that wherever safety requirements 
are unrelentingly strict, the manifold flaws in the 
risk protocols are bypassed in the pursuit of 
absolute safety. The risk methodologies emphasize 
the Design building block and call for Safeguarding 
Technology as the next rung in the Hierarchies of 
Controls. These two building blocks are dominated 
by engineering and scientific disciplines. The 
nonsense of the Risk Matrix is avoided in the search 
for zero risk. And finally, the demand by 
independent agencies for oversight review, requires 
validation activities that are rich in data gathering 
and testing and research. 

4. “Introduction to Safety Engineering,” David S.
Gloss and Miriam Gayle Wardle, Wiley-
Interscience Publication, John Wiley and Sons, Inc.,
Copyright 1984, Chapter 27 [20].

  Comment 1: The System Safety used in Military 
Systems, as described in MIL-STD-882B, is 
paraphrased with a summary of the building block, 
Demonstration and Validation (see pp. 570 - 572). 

  Comment 2: A three dimensional Risk Matrix using 
the variables Severity, Probability, and Extensiveness 
is presented on page 430. This concept is attributed 

to the National Institute of Occupational Safety and 
Health (NIOSH). 

5. “Army Military Airworthiness Certification Criteria
(AMACC),” Prepared by: US Army Combat
Capabilities Development Command, Aviation and
Missile Center, and Aviation Engineering Directorate,
Redstone Arsenal, AL 35898, 12 March 2019 [21].

  Comment 1: This document is 616 pages in length 
without appendices A through T which are 
available at  
https://tdmd.avmc.army.mil/standardaero.htm. 

  Comment 2: This document describes the US Army 
Aviation Airworthiness processes and the criteria, 
standards and methods of compliance necessary for 
airworthiness assessment on US Army manned and 
unmanned aircraft systems. 

  Comment 3: Paragraph 14 focuses on System 
Safety. This section covers the implementation of a 
comprehensive and robust system safety program 
which spans the system lifecycle. The purpose of 
the system safety program is to identify any 
associated system hazards/risks, and to eliminate 
them where possible, or mitigate the risks such that 
the residual risks are at acceptable levels. This must 
be accomplished using MIL-STD-882E. 

  Critique 4: In Paragraph 4.1.2 beginning on page 42 
under Verification Methods, “The contractor shall 
show verification methods of similarity, analysis, 
test, demonstration, simulation, or inspection for the 
air worthiness substantiation. Verification by test is 
the standard and most accurate method of verification.” 

6. “Safety Engineering,” James CoVan, John Wiley
and Sons, Inc., Copyright 1995, Chapter 4, System
Safety, pp. 154 - 166 [22].

  Comment 1: Based on standard MIL-STD-882B. 
7. NASA-STD-8719.7, “Facility System Safety

Guidebook,” NASA Technical Standard, January
30, 1998 [23].

  Comment 1: This NASA Technical Standard 
provides guidance for NASA facility and safety 
professionals who are involved with the facility 
acquisition or modification/construction process 
and lifecycle phases at NASA installations. 

  Comment 2: All of the classic Risk 
Assessment/Risk Reduction activities are described 
in detail; the presentation follows the format 
described in MIL-STD-882C. 

  Critique 3: Critically and Validation - “Complex 
facilities with multiple interfaces, potential 
unidentified residual hazards, high energy sources, 
and a variety of controls and interlocks may require 
an Initial System Test prior to the Operational 
Readiness Review to verify that all hazards have 
been identified and either removed or controlled, 
that the subsystems operate correctly, and that 
subsystem interfaces have been properly designed 
and constructed (Clause 5.6.1).” 

  Critique 4: Criticality and Validation - “NASA is 
currently pursuing various advanced missions. To 
develop the appropriate technology for these visions, 
NASA conducts intensive ground testing. NASA 
performs both manned and unmanned testing. 
Manned tests, many times, are conducted in 
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oxygen-enriched and/or pressurized environments 
or neutral buoyancy tanks. Unmanned tests may use 
high pressure liquid hydrogen or oxygen, anhydrous 
ammonia, hydrazine, or other dangerous media. 
High temperatures, pressures, accelerations, and 
electrical potentials are typical in most NASA test 
operations. This requires a special test safety 
program. Because the NASA test environment can 
be hazardous and complex state-of-the-art hardware 
systems are used, the safety organization should 
develop an integrated, independent test safety 
program. (Clause 6.3)” 

  Critique 5: Risk Acceptance Criteria - “Test safety 
engineers operate at the “nuts and bolts” level and 
fully understand all systems and subsystems that 
will be tested. They also work with members of 
various divisions to help reach the common goal of 
achieving a successful test. The safety organization 
should be completely autonomous of any test 
organization and reports to the Center Director. 
This maintains the necessary independence that is 
required for appropriate oversight. Reconciling the 
seemingly mutual exclusive relationships is key to 
providing a meaningful safety function. (Clause 6.3)” 

Exhibit 7. The Risk Assessment Process (ANSI B11.0-2020 [16], ANSI B11.2-2013 [17]) 
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Table 1. Severity Categories (MIL-STD-882E [3]) 

Table 2. Probability Levels (MIL-STD-882E [3]) 

3. Discussions and Observations
A. The last two decades have witnessed the widespread

introduction of a risk analysis technique entitled, Risk 
Assessment and Risk Reduction, into the mainstream of 
professional safety philosophy. Because of this, the 
colloquial notion of safety as “freedom from harm” can be 
extricated from technical lexicons and replaced by the 
concept called Risk. Risk is defined as, “A combination of 
the probability of occurrence of harm and the severity of 
that harm.” Unfortunately, this definition demands that we 
give meaning to the notions probability of harm, severity 
of harm, combination, and the interpretation of harm. 
When a hazard gives rise to an accident, the resulting 
mischief is called harm and the magnitude of this harm is 
called Risk. The reciprocal of Risk is the definition of 
Technical Safety; if we use the word Risk we never have 
to use the word safety again. 

For a given contrivance, the protocols for its risk 
assessment and risk reduction include at least six building 
blocks: Characterization of the product/system; Hazard 
Identification; Definition of Risk; Risk Acceptance 
Criteria; Hierarchies of Control; and Control Management. 

The reader should be aware of three different sets of 
criticisms for each of these building blocks. 

1. The first criticism characterizes the protocols as art
forms that are non-unique, qualitative in nature, and 
immersed in subjective language. This set of 
observations is treated extensively by Fred A. 
Manuele [18]. 

2. The second criticism constitutes a technical attack
on the veracity of the building blocks. For example, 
the Hierarchy of Controls is not unique; in fact, for 
a given hierarchy various analysts may achieve 
different outcomes. The multiple hierarchies owe 
their existence to speculation and consensus, not 
research. Indeed, no validation has ever been 
reported. The Definition of Risk has a fundamental 
flaw that is circumvented by adopting multiple Risk 
Matrices that are based on consensus and 
speculation. The risk matrix artifice represents junk 
science without apology. The oldest building block, 
Hazard Identification, presents an unbounded 
number of hazards that are reduced to a finite 
selection of mediation candidates with the aid of 
concepts such as Reasonably Foreseeable Use, 
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Consensus Standards, Teamwork, Mediation and 
Prayer, and the Consultation of Experts. Prof. 
Barnett is only one of the observers that noticed that 
the Emperor has no clothes. These matters are 
further discussed in the peer-reviewed papers by 
Barnett, 

  Safety Definitions: Colloquial, Standards, Regulatory, 
Torts, Heuristic, Quantitative [2]. 

  On the Safety Theorem [1]. 
  On the Safety Hierarchy and Hierarchy of Controls 

[5]. 
  Reasonably Foreseeable Use [24]. 
  Principles of Human Safety [25]. 
3. The final arbiters in this matter of efficacy

are the authors of the various protocols that
are unapologetically honest. My comments and
critiques on the various Type 1 protocols reveal the
following:

  The protocols estimate risks. 
  A good faith approach to risk assessment and risk 

reduction should achieve a tolerable risk level. 
  The risk assessment process can best be conducted 

using a team of knowledgeable and affected persons. 
  The work of the Institute for Safety Through Design 

depends minimally on academic postulations. 
  The process used to solicit input on the tasks and 

hazards is best conducted in a team brainstorming 
format. 

  The benefits of risk assessment come from the 
discipline of the process rather than the precision of 
the results; as long as a systematic approach is 
taken to get from hazard identification to risk 
reduction, all the elements of risk are considered. 

  Confidence in the findings of a risk assessment can 
be improved by consulting others with the 
knowledge and expertise and by another competent 
person reviewing the risk assessment. 

  Moreover, resources are better directed at risk 
reduction efforts rather than towards an attempt to 
achieve absolute precision and risk estimation. 

  All of the above methods are qualitative in nature. 
Although numbers are used with some tools and 
others express risk levels numerically, their nature 
is essentially qualitative. There are no common 
reference data and a numerical risk level estimated 
using one tool cannot directly be compared to one 
estimated with another. 

The set of Type 1 protocols for Risk Assessment and 
Risk Reduction have been inserted into our consensus 
standards with “Shall” language demanding their adoption. 
They have never been formulated as a hypothesis with 
their veracity challenged in the tradition of the scientific 
method. A quantitative estimate of the probability of 
occurrence of harm has never been made on the basis of 
accurate and reliable data. The traditional methods of 
presenting approximate methodology with error estimates 
has been abandoned. More emphasis has been placed on 
the notion that the protocols provide a systematic 
methodology as opposed to their failure to deliver 
accuracy, consistency, and uniqueness. The Type 1 
protocols represent art forms and rules of thumb that may 

or may not have value in the pursuit of safety. What is 
unequivocal is the fact that they do not contribute in any 
way to the foundations of safety theory. Indeed, they 
expose the soft underbelly of a wannabe profession. 

Type 2 protocols differ from Type 1 protocols by their 
addition of a single invaluable contribution, Validation. 
Untapped data on Risk abounds in the manifold 
institutions of this country. The collection of accident data 
is a preoccupation of insurance companies, Workmen’s 
Compensation boards, government agencies, charitable 
organizations, medical institutions and the like. If this data 
were organized and marshaled into accessible formats, 
Risk Analysis would present a formidable database to the 
safety profession. In the meantime, proper Validation will 
circumvent the shortcomings of the Risk Assessment 
and Risk Reduction methodologies. The automotive 
companies and the medical device manufacturers have 
embraced validation as a way of life. 

The capability of treating critical mishaps is a major 
distinction of Type 3 protocols. The catastrophic hazards 
treated by Type 1 and Type 2 methodologies are limited to 
the deaths of a handful of human lives. Critical mishaps 
involve casualties in the hundreds (plane crashes), 
thousands (explosions or toxic leakage at major 
installations), or millions (pandemics). A second feature 
of Type 3 protocols is heightened discipline. For example, 
the building block Risk Acceptance Criteria requires 
oversight by independent outside agencies as opposed to 
internal or in-house committee review. Furthermore, every 
subsystem is identified and managed by appropriate 
experts. They are then incorporated into the overall system 
by a sophisticated management group. Finally, Validation 
is infused into every identifiable hazards with testing, 
research, and historical review of documented experience. 

For critical mishaps, the tolerable risk level is set so 
low that Risk Matrices are too crude to be meaningful. 
Flight tests and monitoring that sometimes never 
terminates, seaworthiness and military readiness exercises, 
and billion-dollar medical protocols are commonplace in 
Type 3 programs. Yet, in spite of the best efforts of 
engineering and science, oil spills and extraction mishaps 
occur, fleets of new aircraft are retired, missiles and 
aerospace disappointments are logged, and fertilizer 
explosions revisit our warehouses.  

Type 3 protocols attempt to control the proclivities of 
humankind with its mis-information thresholds, politics, 
greed, conspiracy theories, and miscreant behavior including 
sabotage and hacking. Further, these protocols are charged 
with the taming of mother nature with her four faces, 
  She is smarter than we are. 
  She is more powerful than we are. 
  She is meaner that we are. 
  She has a sense of humor. 
Fortunately, society has not looked to safety 

engineering for protection against critical mishaps; indeed, 
they have appealed to science and the founding 
engineering disciplines who are influenced by their code 
of ethics, 

First Canon of Ethics: “Engineers shall hold paramount 
the safety, health and welfare of the public in the 
performance of their professional duties.” 
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