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UNDERSTANDING ADVERSE DRUG
REACTIONS
by Dr. James T. O’Donnell

An adverse drug reactionis any unintended
or undesired response to a standard drug
dose. That could mean a lot of things, from
the adverse effects of the drug to an over-
dose, from a hypersensitivity or bizarre
reaction to adruginteraction. Whateverthe
cause, an adverse drug reaction has poten-
tially serious consequences - it can lead to
furtheriliness, to delayed recovery, to death
or to increased health care costs.

Nurses may be considered the first line of
defense, because they are with patients
more than any other health care worker.
They are in the best position to prevent an
adverse drug reaction or to recognize one
and to intervene before it is too late. To do
this, they need to know which drugs can be
trouble, what kinds of reactions to expect,
and how to recognize an adverse drug
reaction as soon as possible. Drug refer-
ence books, package inserts, and hospital
pharmacists can provide the specifics on
drugs prescribed to patients.

TYPES OF REACTIONS

There are two broad categories of adverse
drug reactions - type A and type B. A type
A reaction results from an exaggerated but
otherwise normal pharmacologic action of
a drug in its usual therapeutic dose. One
example of this type is an intravenous (I.V.)
injection of atropine which causes the pa-
tient to experience dilated pupils and dry
mouth. Other examples of this effect in-
clude orthostatic or exercise hypertension
from guanethidine and drowsiness from
phenobarbital. The incidence of injury from
atype A reaction is high, but the number of
deaths is generally low.

Predictability is the key to a type Areaction.
If the drug’s properties are known, the kind
of reactions that the drug can cause are
fairly certain. It is necessary to factor in
dosage, because most type Areactions are
dose-dependent.

In some cases, a phsician prescribes a
drug because it causes a type A reaction. If
the patient who received atropine is about
to undergo surgery, chances are the physi-
cian ordered it specifically to diminish se-
cretions. That would not be the case, how-
ever, if the atropine were being used to treat
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symptomatic bradycardia (slow action of
the heart).

Another example of a type A reaction is the
use of diphenhydramine, an antihistamine,
which causes drowsiness that many pa-
tients find unacceptable. Instead of aban-
doning this drug, manufacturers saw an-
other way to market it. They started using it
as an ingredient in sleep aids. Moreover,
they found that diphenhydramine is safer
than benzodiazepine sedative hyponotics
(such as flurazepam [Dalmane]) used for
the same purpose.

Type B reactions are not as predictable as
type A ones. They are unusual and unex-
pected and they occur even when a drug is
given in its normal therapeutic dose to a

patient who should be able to handle it. For
example, it is not usually known which
patients will develop malignant
hyperthermia from general anesthetics.
Many immunologic reactions (allergic and
hypersensitivity reactions) fall into this cat-
egory. Anaphylaxis is a classic type B hy-
persensitivity reaction. Because it is poten-
tially life- threatening, anaphylaxis is one of
the most serious adverse drug reactions. It
commonly occurs after a drug has been
injected, but it can develop with any route
of administration.

NEED TO RECOGNIZE AN ADVERSE
DRUG REACTION

Recognizing an adverse drug reaction is
important for three reasons:

1. Therapy should be changed as soon
as possible. The drug should be discon-
tinued or the dose altered to limit the
signs and symptoms of the reaction. In
some cases, an antidote may be given
(e.g., naloxone to reverse the effects of
morphine and other opioid analgesics).
In other cases, symptomatic therapy (e.g.,
steroids and other treatment) or both an
antidote and symptomatic therapy would
constitute the treatment.

2.Assure that everyone knows about the
patient’s reaction to avoid future prob-
lems. A patient who has had an adverse
drug reaction should not receive that
drug again. The reaction must be docu-
mented in his medical records so that all
caregivers are notified of the problem.
Also, the patient himself should be told
which drug he reacted to and what the
reaction was so he can alert future
caregivers to the problem. He may carry
a card or wear a bracelet warning others
that he has had a reaction to a certain
drug.

The patient also should not receive a
drug if he has previously developed a
complication that is a common adverse
effect of that drug. For example, haloge-
nated anesthetic gases are associated
with jaundice, particularly if these gases
are administered repeatedly within a short
period. Thus, a patient who has had
jaundice before should not be
anesthesized with this type of gas.

3. Avoid the risk of a lawsuit. Suppose the
caregiver does not recognize a mild ad-



verse drug reactiion and because it
progresses, the patient dies or suffers a
serious injury. The caregiver could be
liable for negligence if the patient (or his
family) files a lawsuit.

Recently a Montana man who had previ-
ously had a serious allergic reaction to
penicillin died after receiving cephalos-
porin. His nurse and physician did not
realize that cross sensitivity is common
with these two drug classes. They did
know, however, that he was allergic to
penicillin. The patient’s family sued the
hospital, the nurse, and the physician for
negligence; the case was settled out of
court.

MAJOR ELEMENTS OF A DRUG
REACTION

Every adverse drug reaction has three ma-
jor elements - a specific drug, a site that is
affected, and a pathologic change in the
body:

The prescribed drug: It is well known
that thousands of prescription and
nonprescription drugs are available.
Somedrugs, such as chemotherapeutics,
are notorious for causing adverse drug
reactions. In those cases, it is easy to
predict and identify adverse reactions. In
other cases, however, the reaction may
be unprepared for or may be missed
entirely. For example, it may not be ex-
pected that a patient taking
metoclopramide (Reglan) will develop
extrapyramidal symptoms, but some do.

Consider, too, the problem with the many
new drugs marketed each year. Our bod-
ies have never been exposed to some of
the chemicals used in these drugs. Be-
cause we do not have prior experience
with them, our bodies may treat them "as
foreign substances and this can make for
some unusual reactions. For example,
about fifteen percent of patients taking
enalapril (Vasolec) develop a cough, a
reaction which also occurs with other
angiotensin converting enzyme (ACE) in-
hibitors.

The site affected: Every organ and tis-
sue can be the site of an adverse drug
reaction. Most reactions occur, though,
in organs or tissues related to absorp-
tion, metabolism, storage or excretion of
drugs, such as the gastrointestinal sys-
tem, liver and kidneys.

The physiologic change: Some of the
pathologic changes caused by adverse
reactions are permanent and can be ex-
amined, biopsied, measured, tested, etc.
(e.g., cirrhosis and necrosis). Others are
temporary, such as inflammation and
edema following a severe hypersensitiv-
ity reaction. Still others are functional and
do not cause visible changes {(e.g., vaso-
dilation that is not great enough to pro-
duce pulse and blood pressure changes).

Sometimes, it is not easy to determine
whether or not a reaction was caused by
a drug or by something else, such as a
disease or life-style change. This hap-
pens because clinical findings, including
signs and symptoms and laboratory test
results, could be identical in either case.
For example, a patient with cancer of the
gastrointestinal tract who is receiving
chemotherapy may develop nausea and
vomiting. It would be uncertain whether
this was from the disease or from a
reaction to the treatment.

So without distinct pathologic changes
or a clear connection to a drug, an ad-
verse drug reaction may be difficult to
recognize and diagnose. If an adverse
drug reaction has not even been consid-
ered, it might even be overlooked.

RAISING THE RED FLAG

There are warnings, or red flags, that should
lead caregivers to suspect an adverse drug

reaction. They include:

e clinical or laboratory findings that are
not typical of the patient's disease;

¢ apathologic change at a site that is not
involved in the disease being treated;
and

* a pathologic process that is not con-
sistent with the patient’s disease.

If a patient suddenly develops new signs
and symptoms, his drug Kardex should be
consulted to determine whether or not the
problem could be related to a drug he is
receiving. Was the drug administered be-
fore the reaction occurred? Or did the signs
and symptoms developfirst? In other words,
the drug could not be responsible if these
signs and symptoms developed before the
administration of the drug. Then, it is nec-
essary to look for another cause.

For example, suppose a patient receiving
gentamicin has blood urea nitrogen and
serum creatinine levels twice the normal
levels. Review the patient’s record and note
whether these levels were high before the
patient received the drug and whether the
levels remained essentially the same after
treatment. If so, the drug did not cause the
problem. On the other hand, if another
patient developed a rash after receiving
ampicillin, the drug could reasonably be
blamed for the rash.

Sometimes, the nurse, pharmacist and
physician may suspect a certain drug has
caused the adverse reaction, but neither is
sure. The physician may decide to “chal-
lenge” the patient; that is, give the drug
again and observe the patient for areaction
to establish the link. This would be done
only if the consequences would not be life
threatening, of course.

There are not many patients receiving only
one drug - this is an age of polypharmacy.
In rare cases, however, it will be easier to
determine if the drug is causing a reaction.
Consult a drug reference or pharmacist to
learn whether the drug causes a unique
reaction.

When giving I.V. vancomycin for a staphy-
lococcal infection and the patient’s blood
pressure suddenly drops and his face be-
comes very flushed, you know that the
patient is experiencing “red neck” syn-
drome, if vancomycin is the only drug he
has been receiving. This occurs when the
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drug is given too rapidly. Its hallmark is a
sudden, sometimes severe, drop in blood
pressure that may be accompanied by flush-
ing or a maculopapular or erythematous
rash on the face, neck, chest, and upper
extremities. (The flushing or rash can occur
without hypotension). The patient may also
develop wheezing, dyspnea, angioedema,
urticaria, and pruritus. This reaction calls
for the immediate administration of antihis-
tamines, corticosteroids or 1.V. fluids.

TOXICITY AND NEW DRUGS

Some drugs have to be given in near-toxic
or toxic doses to be effective (e.g.,
chemotherapeutics, anticoagulants, and
some psychotherapeutics, such as lithium).
Knowing this, caregivers should be pre-
pared to observe the patient closely and to
identify quickly a toxic reaction, then to
intervene to prevent serious injury.

If the physician prescribes a newly mar-
keted drug, caregivers have to be particu-
larly vigilant. Talk with the pharmacist or
double-check the product literature (if avail-
able) for information about the usual dos-
age range and adverse reactions which
might be expected.

Be aware, however, that not everything is
known about a new drug, including the
toxic dosage and adverse reactions. The
number of persons involved in clinical trials
is generally small, so the safety profile is
usually incomplete before marketing.

Also, early phases of clinical trials are typi-
cally performed on heaithy, young, adult
males, even if the drug will ultimately be
prescribed primarily for the elderly. Ad-
verse drug reactions that may be unique to
seriously ill patients, the elderly, pregnant
women (or any women) and children are not
usually known because these groups, in
most cases, are excluded from clinical tri-
als (although new federal regulations re-
quire that the elderly be included).

For these reasons, many experienced phy-
sicians adopt a “wait and see” attitude -
they will not use a new drug until it has been
on the market for a year or more. During
that period, several hundred thousand pa-
tients will take the drug and serious adverse
reactions will be discovered and reported.

The most important thing to know is which
reactions to anticipate with each drug pre-

4

scribed. For example, if it is known that a
drug can cause severe organ damage, the
baseline laboratory results should be
checked and subsequent results for toxic-
ity should be reviewed.

PREVENTING SOME REACTIONS

Not much can be done to control bizarre,
type B reactions, except obviously to make
sure that the patient does not receive the
drug again. Type Areactions, however, can
be prevented or quickly treated because
they are predictable. Here are some pre-
ventive measures professional caregrivers
can use for type A reactions:

Take a complete drug history. Flag the
patient's chart and other records (his medi-
cation Kardex, for example) according to
hospital policy if the patient has a drug
allergy or a previous hypersensitivity reac-
tion. Continue to monitor his therapy, watch-
ing for drugs that could cause a reaction.
Check with the hospital pharmacists to
make sure they also have this information
about allergies and other reactions.

Suggest that duplicate or excessive drugs
be eliminated from the patient’s therapy -

the fewer drugs, the less chance of an
adverse drug reaction.

Understand the indication and goal of
therapy for each drug prescribed, as well as
possible adverse drug reactions (including
interactions). Caregivers who do not un-
derstand the therapy should consult a drug
reference book, talk with a pharmacist or
ask the prescribing physician.

Anticipate adverse drug reactions when
therapy is started or stopped (especially if
the patient is on long-term therapy) or when
the dosage is increased.

Suggest that the physician order blood
levels to determine therapeutic or toxic
effects when indicated.

Assess liver and kidney function. In many
cases, these organs are the site of toxicity
because they are necessary for metaboliz-
ing and excreting drugs. Toxicity would
show up in altered laboratory values, such
as blood urea nitrogen, serum creatinine,
and liver enzyme levels.

Suspect an adverse drug reaction if the
patient develops an unexpected complica-
tion. Caregivers should alert the physician



andinform him of the findings, including the
severity and duration of signs and symp-
toms, how they related to the reaction when
the drug was administered, and any aggra-
vating factors (e.g., dizziness as a sign of
orthostatic hypotension).

Teach the patient the early signs and
symptions of potentially serious adverse
drug reactions and ask him to report any
such reactions to his caregivers. If he is
being discharged, advise him to contact his
physician and pharmacist about any prob-
lems.

Tell the patient to avoid over-the-counter
medications unless he first checks with a
nurse, physician or pharmacist.

institute a regular chart review of medica-
tions by a team consisting of a nurse, phy-
sician, and pharmacist.

PATIENT SAFETY
With all the drugs available today, remem-

bering the ones that could cause an ad-
verse drug reaction - and recognizing those

reactions - is a formidable task. Patient
safety is at stake, so professional caregivers
share a duty to be alert for problems and
protect their patients from harm. They

should have an up-to-date drug reference
book at hand and know whom to contact
and what to do if a patient is suspected of
suffering an adverse drug reaction.
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I. INTRODUCTION

The manufacture and sale of medical prod-
ucts for use on humans follows essentially
the same development sequence as any
commercial product. Medical device de-
velopment is unique, however, because of
two important factors:

1.Medical devices play an important,
frequently critical role in the practice of
medicine, and

2.the medical device industry is regu-
lated by an agency of the Federal Gov-
ernment: the Food and Drug Adminis-
tration (FDA).

Historically, the FDA’s attention has cen-
tered primarily on drug products. This
changed, however, with the passage of the
1976 Medical Device Amendments to the
Federal Food, Drug and Cosmetic Act which
gave the FDA the responsibility and author-
ity to assure that medical devices are safe
and effective. The decade which followed
the 1976 device amendments is character-
ized by the FDA concentrating its efforts in
regulating the manufacturing side of medi-
cal devices. Under the regulation, medical
products which are shown to be adulter-
ated (i.e., thatis, defective in quality, perfor-
mance, or labeling) must be recalled and
corrected by the manufacturer or distribu-
tor. An analysis of product recalls which
occurred during this period indicates that
only about half of the recalls were related to
manufacturing methods. The rest were due
to deficiencies of design, an area outside
the influence of manufacturing regulations.

Moving to bring this into balance, the FDA
has issued Pre-Production Quality Assur-
ance guidelines for the design and devel-
opment of medical devices. While these are
not yet policed with the same force as the
Good Manufacturing Practices (GMP) regu-
lations governing manufacture, they form a
basis for increasing regulatory control over
this important area of device development.

The FDA classifies medical devices as Type
I, I, or lll depending on their criticality. Type
Il devices have the greatest potential pa-
tient risk associated with their use, while
Type | devices produce little or no risk.
Although a design defect in a Type | device

may have little effect on the patient risk,
there is some producer risk in attempting to
scale back the rigor of the development
process for a product of lesser criticality.
Recalls and/or field repair often result re-
gardless of device type.

Il. THE MEDICAL DEVICE SYSTEM

When a medical device has more than a
single component, it is more appropriately
regarded as a medical device system. A
typical system may consist of a hardware
element, a disposable element and a phar-
maceutical.

Each element of the system has its own
characteristics and each is brought o the
final design configuration by a separate
and independent development process.
The final performance of the system may
then depend on variables which are inher-
ent in each of the elements of the system.

Examples of a medical device system are:

a. electronic pumps for controlled intra-
venous infusion
b. dialysis systems

Each has a hardware device, a disposable
element and specially formulated solutions
which are automatically administered to a
patient according to a predetermined pro-
gram. Each also has its own special thera-
peutic objective.

In the case of intravenous infusion, the
volume of IV solution delivered over time is
set and controlled by an automatic pump-
ing device which comprises the hardware
portion of the system. The pump (flow rate)
accuracy may be affected by variations in
the tubing through which the solution flows,
and even by the solution itself. These varia-
tions are therefore important to the overall
performance of the system. Solution vis-
cosity and temperature and dimensional
variations in tubing diameter and wall thick-
ness are some of the more prominent vari-
ables which have been identified with flow
rate accuracy, a performance attribute
which the medical community prefers to
hold at no more than + 2% of the operating
set rate. The dimensional variations in the
tubing are produced by an extrusion pro-

*When a system is being analyzed for its inherent hazards of use, the operator and links to other product

systems must also be included as components.



cess which is statistical in nature. The sum
of these and other statistical variations re-
sults in the final performance of the medical
device system being statistical also.

Hardware, in the most general sense, is
medical equipment which can be reused,
and has a life cycle of significant duration.
Disposable elements are intended for single
use only or limited use on a single patient.
A pharmaceutical is that part of the system
which, as a drug or solution, is adminis-
tered into the body or blood stream.

Although each of these distinctly different
elements of the system is designed, tested
and manufactured in its own unique way,
the ultimate qualification of the system must
include the combined operation of all of the
elements. The range of the hardware con-
trol error, the statistical variability of the
disposable portion and the physical sus-
ceptibility of solutions to such environmen-
tal conditions as temperature all contribute
to the accuracy and precision of the inte-
grated system.

While disposable products are often thought
of as such items as operating room gowns,
surgical drapes, gloves, and similar single
use items, some hardware has become so
miniaturized and inexpensive that special
disposable hardware components have
appeared and are in common use. Among
these are ingestible electronic telemetry
tablets, glucose sensors and thermometer
probes. In some instances, such as in the
case of kidney stone snares, the strength of
the snare can only be assured by using high
grade stainless steel wire, a material not
generally associated with throw-away items.

Consequently, the medical device devel-
opment process is discussed here as a
general model for medical device develop-
ment. Each medical device or device sys-
tem will, as a practical matter, incorporate
only those steps which are applicable to
the specific product.

Ill. QUALITY, RELIABILITY, SAFETY
AND PERFORMANCE

All systems have four primary attributes by
which they are measured:

* Quality
Reliability

e Safety

e Performance

Although these terms are often used with-
out specificity, they actually define sepa-
rate engineering disciplines each with its
own unique methods and objectives. The
attributes defined by these terms are distin-
guished as follows:

Quality: the specification of standards
for materials, processes, manufacturing,
fabrication and workmanship and the
measurement and control necessary to
assure compliance to these standards.

Reliability: the specification of operating
requirements and an assessment of the
probability that a product or system will
operate correctly within its performance
specification under specified conditions
for specified periods of time to meet the
specified requirements.

Safety: the identification of hazards and
safe design goals and the design assur-
ance that a critical product or system will
remain safe during operation or will safely
degrade to predefined failsafe states in
the presence of a failure.

Performance: the extentto which aprod-
uct or system willaccomplishits intended
purpose or function within the limits of its
technical specifications and under speci-
fied operating conditions.

These engineering disciplines overlap many
times during a typical development pro-
gram. One of the roles of the reliability
engineer is to assure that this overlap oc-
curs in a planned and well orchestrated
manner. This assurance involves program
planning, the development of specifica-
tions and protocols, testing requirements
and procedures, design reviews and simi-
lar activities which introduce rigor into the
program.

Each of these engineering disciplines is
conceptually distinct. It is possible to meet
performance criteria and yet be deficient in
one or all of the remaining categories. Simi-
larly, the product may be of high quality or
safe and reliable without performing to ex-
pectations. The incorporation of quality,
reliability and safety into the performance
objectives of the development programis a
goal which must receive the support of
management at the highest levels of the
company.

One of the axioms of reliability is that com-
plexity drags down reliability. Similarly, one
of the axioms of safety is that a safe design
approach usually increases complexity
particularly where safety is achieved through
the use of automatic fault detection meth-
ods. When medical devices are non-critical
in nature, the need for afault tolerant design
approach is lessened. Reliability can then
be increased through design simplification
and other techniques of reliability engineer-
ing. The first requirement for critical de-
vices however, is safety. Reliability must
then be optimized within the constraints of
the safe design approach.

It is often a common assumption that high
reliability is equivalent to safety. This is
generally not, however, the best safety op-
tion for electronic devices. For many years,
designers, users of medical equipment,
and the FDA have accepted many poten-
tially unsafe equipment failures as random
or chance component failures. Whenevera
failure of medical hardware is ascribed to
the random failure of an electronic compo-
nent, it is presumed to be a circumstance
governed by the materials physics of the
component and therefore beyond the con-
trol of the product design. This presump-
tionis behind the insistence by the FDA that
critical hardware devices must have a list of
critical components. These are components
which, if failed, could render the device
unsafe. This thenimplies that the identifica-
tion and quality control of the critical com-
ponents qualifies as a safety strategy.

Inthe world of electronic components, most
failures do occur virtually at an atomic level.
Even the best materials and processes for
manufacturing electronic components will
give birth to components which exhibit
inherent random failures. In recent years,
however, more sophisticated electronic
technology has evolved permitting design
approaches which can detect and circum-
vent the consequences of random compo-
nent failures. The interception of these criti-
cal component failures reduces the com-
ponent to a non-critical status.

IV. PRINCIPAL PRODUCT
DEVELOPMENT ACTIVITIES

The development of any product, commer-
cial or medical, is forced to follow a general
sequence of development steps. Since the
development of medical devices must be
comprehensive in terms of programrigor, a
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disciplined approach must be imposed on
the development sequence to assure prod-
uct performance, reliability, and safety (i.e.,
in general, a high level of design assur-
ance).

Atypical hardware development sequence
time line is shown in Figure 1. Each step
shown in the figure represents a phase in
the development process. Each of these
phases is supported by a series of design
assurance activities and program require-
ments which are superimposed on the time
line as shown in Figure 2.

The design assurance steps shown in Fig-
ure 2 play an important role in the design
process because they tend to force the
process to challenge itself throughout the
duration of development. Designers must
address the consequences of unsafe prod-
uct failures early in design; however, their
normal orientation and the pressures they
face in meeting management deadlines
tends to focus their attention primarily on
the functional, non-failed, performance of
the product. The design assurance engi-
neer, working with the design engineers
and others, balances this by carrying the
burden of Quality, Reliability, Safety” and
the consequences of failure, throughout
the development process. The Design As-
surance function must report to a high level
of management in order to avoid the intimi-
dation of development time pressures.

The product development time line and the
supporting Design Assurance activities are
discussed in the following text in the nu-
merical sequence shown in Figure 2. Or-
dering the events in this manner is not
intended to imply that each has a distinct
position in the development time line which
is invariant. Each activity actually has its
own time line which starts and stops at
various points throughout the product de-
velopment program.

V. DESIGN ASSURANCE ACTIVITIES

1. Product Specification
The product specification (sometimes called
the Procurement Specification or Require-
ment Definition) is the single initial docu-
ment which most completely describes the
product to be developed.

It should not be restricted simply to the
limits of output performance parameters
such as flowrates, accuracy, filtration rates,
temperature, tensile strength, etc. The prod-
uct specification must also define the envi-
ronment in which the product is to be used,
stored, and shipped. Size, weight, power
requirements, back-up battery require-
ments, reserve power, operator interface,
human factors, materials and finish, alarms,
Quality Reliability and Safety requirements,
operational features and the interface with
other equipment which may be part of the
system are examples of what must also be
considered in this document.

The product specification should be as
detailed as knowledge and experience per-
mit. It needs to be ambitious and as rich in
detail as possible. Such adocument should
not be authored by design engineers alone.
It must reflect the combined wisdom of all
of the principal departments which will at
some point be involved in the development
program; marketing, sales, medical, legal,
regulatory affairs, engineering, manufac-
turing, packaging and product service.

Afteritreceives approval, the product speci-
fication should become a controlled docu-
ment which is periodically updated and
revised to reflect the evolving product. Ini-
tial requirements which cannot be met for
technical reasons should only be changed
by an examination of the issues during a
scheduled and documented design review.
All revisions must be circulated for review
and at the completion of the project, the
product specification should reflect the
design configuration and operating phi-
losophy to which the final product has
evolved.

2. QRS Requirements

In addition to details of product design and
performance, the product specification
must contain a requirement for Quality,
Reliability and Safety (QRS). Often these
requirements are placed in the specifica-
tion in a form that requires that specific
QRS plans be developed and implemented
during the course of the project.

*Companies often mistake these three disciplines as simply Quality Assurance. In fact they are quite different.

8



1
PRODUCT
SPECIFICATION

3
SYSTEMS
HAZARD

11
DESIGN
FREEZE

9
PRELIMINARY
DESIGN
REVIEW

1
DESIGN
EXECUTION

1
PRODUCT
SPECIFICATION
COMPLIANCE TES

17
FINAL QC TEST
AND RELEASE

5
RELIABILITY/SAFETY
PROGRAM
PLAN

4
RELIABILITY
AND SAFETY

DESIGN TARGETS

12
FAULT
SIMULATION

13
ENVIRONMENTAL
STRESS TESTING

15
MARKET/CLINICAL
EVALUATION

9
FINAL
DESIGN
REVIEW

7
RELIABILITY
ENGINEERING
PREDICTION/TESTING

6
COMPONENT
VENDOR SELECTION
AND QUALIFICATION

9
DESIGN
REVIEW

16
IN-PROCESS
QC TEST
AND INSPECTION

PRELIMINARY
FMEA




Along with a clear statement of the ex-
pected quality, reliability and safety goals,
the plans which “shall” be developed and
implemented include:

Quality Acceptance Plan

¢ Classification of defects
e Accept/reject criteria

Reliability Program Plan

o Accelerated life testing
Reliability prediction
Reliability demonstration
Reliability growth

Failure analysis

Safeability Program Plan

e Hazards identification

e Task Analysis

¢ Functional Flow Analysis

e Systems Hazards Analysis
¢ Safe design approach

¢ Safety checking (FMEA)

e Fault simulation

¢ Sneak path circuit analysis

The plans, their implementation, and the
results of their execution are among the
items which are placed on the agenda of
the Design Review Committee. (Section
V.9)

3. Systems Hazards Analysis

A systems hazards analysis (SHA) is per-
formed as early as possible in the program
but not before the operating and functional
design principles are as well known as
possible. Ideally, the results of the SHA,
should appear in the product specification
as safe design requirements as early as
possibie. Product designers must be made
aware of any safety concerns associated
with the application and function of the
product, and the product specification pro-
vides an opportunity to highlight these is-
sues at the outset. When lack of experience
and knowledge about a product prevents
the identification of hazards with any de-
gree of confidence, the product specifica-
tion should at least call for a formal SHA
study to reveal any inherent hazards which
may attend its use. This analysis is usually
performed by the reliability/safety engineer
in conjunction with the design engineers
and medical consultants. Often, inamature
industry, the hazards associated with the
product use are known. Regardless, the
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objective of this analysis is to answer two
fundamental questions:

1. Given a specific medical device and
application, what extraordinary condi-
tions of design performance can pro-
duce a potential risk to the patient?

2.What failures in the medical device/
system including errors in its use, can
combine to produce a potential risk to
the patient?

This kind of analysis does not attempt to
address the normal medical risks which
may be an inherent consequence of the
therapy or diagnostics. Those risks are
presumed to be understood and accepted
by the community of knowledgeable users.
The output of this analysis sets safe design
goals for the designers so that they can
incorporate safety performance along with
technical operating performance during the
design process. With the benefit of the SHA
results, designers can then employ various
safe design strategies to control both the
safe operation and the consequence of
unsafe failures.

Ideally the hazards to be avoided are in-
cluded in the requirements definition in
order to initially specify the reliability and
safe design goals with greater precision.
Often, however, the hazards may not be
entirely known and even if they are, there
may not be a thorough understanding of
the events which can precipitate the haz-
ard. Undesirable events range from com-
ponent failure to environmental effects (Elec-
trostatic Discharge (ESD), Electromagnetic
Interference (EMI), brownouts, etc.) to hu-
man error. The influence which the de-
signer has over reducing the potential for
human error can, in many instances, be
significant. Inany system, ifitis determined
that human error can lead to harm in some
way, then this may require the specification
of other procedural safety methods in addi-
tion to whatever other design options which
may be available. Every critical product,
process or system has associated withitan
irreducible degree of procedural safety
which can not be replaced or “designed
out” by attempting to devise an automated
design solution. The total safety of any
product is inescapably a balance of both
automatic and procedural safety. In simple
systems, procedural safety may in factbea
more reliable approach where the operator
can be expected to be a trained profes-
sional. Fault tree analysis, task analysis

and functional flow analysis often prove
helpfulin identifying potential man/machine
interface errors and systems errors which
can lead to the production of a hazardous
condition.

4. Reliability and Safety Design
Targets

Assuring that Reliability and Safety are in-
corporated into a medical device requires
attentionthroughoutthe design phase. The
first step inachieving a safe designis to use
the output from the Systems Hazards Analy-
sis to define the design safety targets. An
automatic intravenous infusion pump, for
example, should always detect air in the IV
tubing, stop the pump, and sound analarm.
The pump should never permit a free flow
condition to occur and its accuracy with
respect to volume delivered overtime should
always be within the limits specified for the
device/system. The designer must convert
these safety targets from an "on paper"
requirement into the operating hardware of
the pump. The design task is not always a
simple one. In order to detect air in the
tubing for instance, the designer can sur-
round the tube with a sensor/detector which
sends an ultrasonic signal across the tube
and measures the signal attenuation. When
the tube is empty, or when an air bubble has
come into line with the sensor, the condi-
tion will be detected, the pump witl stop and
an alarm will sound.

This approach is simply “safe” design; if an
electronic component in the sensor circuit
randomly fails (a condition inherent to elec-
tronic components), it must be acknowl-
edged then that the sensor itself can fail
and remain disabled without detection until
it shows up by bench test or mishap. An
additional design requirement is, therefore,
to monitor the condition of the sensor auto-
matically during use and have the pump
stop and alarm if the sensor fails even
though there may not be any air in the
tubing.

This approach transcends ordinary safe
design and reaches for a higher plane com-
monly referred to as “failsafe” design.
Failsafe, or more correctly, fault tolerant
design is a complex undertaking which
carries with it more stringent requirements
for analyzing and testing the product to
assure that all such disarming failures can
be caught by self-checking circuits.



Similarly, reliability goals must be set and
agreed upon. A simple numeric can be
used to define reliability. In the case of
repairable devices, this numeric is called
Mean Time Between Failures (MTBF). This
number is usually expressed as the number
of failures per million hours of operation.
When actual reliability is very high, this
number is very small. All instruments with
electronics and/or moving parts, however,
have an inherent failure rate which is never
zero. In some respects this is an elusive
number. In fact, it may be several numbers
arrived at by different means:

Mission Reliability
(a requirement)

An analysis of the mission requirements
may dictate what the device reliability must
be for the mission to be successful.

Inherent Reliability
(a property)

The highest achievable reliability with that
design configuration, materials and com-
ponents under ideal circumstances.

Predicted Reliability
(an estimate by analysis)

Reliability is estimated by applying accepted
rules, such as part count method, pub-
lished failure rate data for components,
historical reliability of similar devices/com-
ponents, and preliminary laboratory test
results.

Achieved Reliability
(historical evidence)

Analysis of failure rate data for similar de-
vices which are in actual use provides a
more precise estimate of true reliability.
Field tracking is important for many rea-
sons, one of which is that it improves the
accuracy of the reliability prediction meth-
ods.

All of these measures play animportant role
in the assessment and achievement of the
programs reliability goals. These are even
more effectively realized by a consciously
applied program of reliability growth, which
entails a program of accelerated life testing
designed to force out potentially weak points
during development, an aggressive analy-
sis of all failures, a determination of root

causes and implementation of corrective
actions.

The specification and achievement of reli-
ability and safety goals cannot be left to
happen by accident. These goals must be
reflected in the product specification along
with the development of a program plan for
achieving these objectives during design.

5. The Reliability/Safety Program Plan
Individual program plans must be devel-
oped which detail the specific approach
necessary to achieve the reliability and safe
design goals. The attainment of high reli-
ability is a multi-faceted issue which in-
volves far more than the use of simple
reliability prediction schemes. Reliability can
be affected by actions taken in design,
manufacture, field use, and maintenance,
which covers the entire product life cycle.
Device reliability must be addressed during
the design phase by considering not only
the inherent reliability of the device in the
laboratory but also the ease of producibility
in manufacturing and ease of maintenance
in the field. Field use factors include the
influence of the environment in which the
device will be used and the skill levels of
those who will be expected to operate and
service the product.

Reliability prediction schemes will often
yield optimistic estimates of reliability. They
may not account for the pitfalls inherent in
the application of a new technology or even
the application of a mature technology in a
new or different design context. Since hid-
den problems are always uncovered in the
field, this suggests that an appropriate test
program can be of great value in forcing
potential problems to appear while the prod-
uct is still under control of the designer.

A key requirement in any test plan is the
definition of a failure and the incorporation
of methods to detect the associated degra-
dation of performance. The reliability pro-
gram planner must take this into account to
insure the effectiveness of the reliability
test program.

The safe design program plan requires simi-
lar attention. Utilizing the results of the
systems hazards analysis, the design ap-
proach must be considered for the best
methods for mitigating or preventing the
hazard. Microprocessor based systems
may make use of various kinds of fault

detection methods, including self-initiated
tests or built-in diagnostics to detect, alarm
and send the control into a pre-defined
failsafe state. Atthe low end, simpler forms
of redundancy and operator-initiated tests
may also be employed. If the device is
classified by the FDA as a critical device
then any component whose unsafe failure
can not be easily detected must be speci-
fied as a critical component and a high
degree of control over the part quality and
the vendor who supplies that part is then
required.

Design complexity tends to reduce reliabil-
ity and the additional circuity and design
effort required to create a fault tolerant
system adds complexity. Consequently,
the reliability of the system must be maxi-
mized within the constraints of the safe
design approach. Safety always comesfirst.

The Safe Design program plan must also
include steps to check the design as it
evolves to assure that the design approach
can be expected to achieve its objective
with respect to safety. Normally this in-
volves analytical methods such as Failure
Modes and Effects Analysis (FMEA), in cer-
tain instances Sneak Path Circuit Analysis
(SNEAKS), and when applicable, software
validation, all to assure the effectiveness of
the safe design approach.

6. Vendor Selection and Qualification
The vendor of a component or even an
entire system plays an important role in the
development process. Many shades of ven-
dor-manufacturer relationships exist in
practice. Regardless of how amicable the
relationship promises to be or has been in
the past, documented specifications must
form the cornerstone of this relationship.
The documentation must specify all quan-
tifiable parameters such as:

Performance criteria

Reliability requirements

Quality release/acceptance criteria

Test requirements including method

and test equipment

¢ Special shipping and handling

¢ Notification prior to material or
process changes

¢ |dentification of critical components,

processes, etc.

This specification is usually made part of
the overall contract which generates the
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procurement. If the component or product
is critical, the vendor must be made to
understand his role and obligations as a
supplier of critical materials.

The manufacturer/user must also have in
place, a quality control organization which
plays an ongoing role in the maintenance of
this important relationship. Some manu-
facturers of commercial products {such as
Motorola, for example) are requiring all of
their vendors to compete for National Qual-
ity recognition awards such as the Malcom
Baldridge award, in order to be even con-
sidered as a supplier. Obviously the size of
the procurement has a lot to do with the
manufacturer’s ability to impose such re-
quirements. Small manufacturers can, how-
ever, take advantage of this quality aware-
ness trend by dealing with recognized ven-
dors and suppliers where possible. An al-
ternative tactic is to give preference to
vendors which supply military grade com-
ponents and are familiar with the military
specification and procurement system. Of
course, the customer must have some
knowledge of this system also. Far too
many avoidable differences between manu-
facturer and supplier/vendor arise in the
form of contract non-performance allega-
tions. Usually both are guilty of failing some-
where during the procurement process.

When the procurement involves selecting a
vendor to convert a design concept into a
finished product, a classic failing is a ten-
dency to treat such an effort as a simple
product development program. Infact, there
may be a significant amount of research
required to adapt a technology which best
meets the products functional requirements.
This is due in part to the fact that compa-
nies, while encouraging the entrepreneurial
spirit, are reluctant to appropriate funds
which do not result in a product with imme-
diate market potential. Marketing funds
engineering to develop products they can
sell, not to do research. Overcoming the
inevitable snags invariably results in a join-
ing of scientific talents between the pro-
curer and vendor which ultimately permits
each to deny the authorship of the design
when the product performs poorly in the
market place.

Interestingly, failure to resolive unique tech-
nical problems completely before the de-
sign is accepted is never recognized as the
central issue responsible for the recall of a
product from the marketplace. Instead,
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more easily challenged issues of quality,
workmanship, and product performance
are substituted into the ensuing quarrel
between vendor and procurer.

Two other problem areas may also resultin
expensive field corrections. The firstis ven-
dor-initated changes in materials and in
processes which does not effect the com-
ponent by their criteria but makes the part
inappropriate for the medical system in
which it is being used. Test methods is a
second source of problems. When a part,
component or system undergoes qualifica-
tion by test, it is likely that both the vendor
and the procurer will repeat this test on their
own at some point in time. One way to
guarantee different results is for each to
use a different test method.

Vendor selection and control is one of the
more challenging management probiems
which arise in medical device development
and when it involves the procurement of a
complete device or system, it takes on
some really serious proportions.

7. Reliability, Engineering
Prediction/Testing

Every development effort should have a
design assurance function charged with
the responsibility for reliability and knowl-
edgeable and practiced in its application.
The function should appear on the
company'’s organizational chart and report
to at least the Vice President level in parallel
with the engineering function to give it
separate authority.

Depending on the company's organization,
the function may be called Reliability and
Safety Engineering, Design Assurance, or it
might fall into the Quality Assurance orga-
nization. Whatever it may be called, this
group has the responsibility for assessing
the reliability of the system. This may be
done by utilizing published data, similar
device history, supplier reliability data, and
prediction algorithms. In some uncertain
areas of the design, adequate data simply
may not exist. Uncertain areas include: the
application of unfamiliar technology or de-
sign principles and the adaption of cutting
edge technology. All raise a red flag with
the banner: Test-Test-Test.

Systems can often be decoupled into sub-
systems for special parallel testing. Isolat-
inganuncertain areato test as a subsystem
requires that designers must take this into

account early in design and actually con-
struct examples which can be placed on
test under conditions of load or stress which
simulate the operating environment. Defin-
ing how these tests will be performed in
order to yield as much life data as possible
is a primary objective of the reliability disci-
pline.

8. Failure Modes and Effects Analysis
(FMEA)

Several different kinds of analyses can be
performed to evaluate the consequences
of equipment failure or misoperation. The
mostcommon of these are Fault Tree Analy-
sis (FTA), Sneak Path Circuit Analysis
(SNEAKS) and Failure Modes and Effects
Analysis (FMEA). Each varies in advantage
and degree of difficulty.

The approach most often used is FMEA or
one of its slightly different variations. The
concept is simple and it can be applied at
almost any level from the high order system
down to an isolated circuit. In order for the
results to be reliable, the entire system
must first exist in the form of design draw-
ings and specified parts and materials. All
design changes, after the FMEA is per-
formed, must be verified by updating the
FMEA toreflect the effect of these changes.

In order to perform a FMEA, all of the
possible failure modes for each component
must be known or determined in some
fashion. Examples of failure modes are
valves which fail either open or closed,
electrical resistors which fail open, a
microcompressor address location bit stuck
high or low, or sensors which can drift out
of calibration. Also, all electronic compo-
nent failures are assumed to be random
and statistically independent. A typical
FMEAworksheet is shownin Figure 3. Each
component is listed in columnar fashion
and in the adjacent Failure Modes column
the known failure modes are listed. The
analysis involves tracing each component
and associated failure mode through the
design to determine the effect which that
component’s failure mode would have on
the function of the system. This determina-
tion must be made for each single failure
mode. The analysis is limited to single fail-
ure modes because of the enormous effort
required to trace through and determine
the effect of multiple simultaneous failures.
For example, if A and B are two failure
modes, failures of A or B alone may have no
undesirable effect especially if each failure
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FIGURE 3
FMEA WORK SHEET EXAMPLE

Partial loss of data display
segments

Effects control of line
voltage fluctuations

Continues to operate at last
setting - rate of operation
not affected - display
flashes, will not permit
continued use without
repair - failure disables
critical function but fails
safe with alarm

Sensitizes system to
voltage fluctuation; could
increase frequency of
nuisance alarms - condition
is safe - can be corrected
during routing service
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is detectable. However, if A and B both fail
simultaneously, it is possible that the com-
bined effect could be undetectable and
also unsafe.

Since the number of single failures is al-
ways smalier than the combined number of
all multiple failure combinations, it would
seem that FMEA accomplishes very little in
the way of a comprehensive analysis of
effects. The reason this is not true, how-
ever, is simple: the individual failure prob-
ability of a component is very small, and
consequently the simultaneous failure of
two such components is statistically re-
mote under normal operating conditions. If
designed to be fault tolerant, the system’s
self diagnostics will detect A or B before
another random failure can occur. If the
system itself can not detect and respond to
such failures, alternative means of periodi-
cally checking the correct operation of the
system must be incorporated.

In order to assure accurate conclusions,
the person performing the FMEA analysis
must know, in detail, how the system is to
operate. Before microprocessors were in
use, the analysis need concentrate only on
the hard-wired electronic component por-
tions of a control circuit. It is now common
practice, however, to invest much of the
design effort in the development of a soft-
ware program which is incorporated in the
integrated circuit in the form of a small
microprocessor chip.

The microprocessor has considerably in-
creased the power of the electronics to
control the process and assure its safe
operation. The hardware circuitry design
and the software design is usually done by
more than one person. Consequently, if the
design is moderately complex, the FMEA
requires collaboration between these de-
sign engineers.

As the theoretical failure modes are sys-
tematically imposed on each of the compo-
nents the design is traced through to deter-
mine the effect of this failure mode. It is at
this point where the previously performed
System Hazards Analysis again plays an
important role. Originally performed to de-
termine the hazards inherent in operating
the device and establishing the safe design
goals, the failure effects are now systemati-
cally examined with regard to how well the
designerhas achieved his objective of avoid-
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ing failures which could cause the opera-
tion of the system to become unsafe.

In the event that the designers’ best efforts
still permit isolated fail-unsafe conditions
which cannot be further eliminated, then
other strategies such as redundancy, op-
erator-initiated test, and periodic mainte-
nance must be incorporated to assure
maximum safe operation. In all cases, vul-
nerable components must be classified and
managed as critical components.

9. Design Reviews

In a complex product development pro-
gram there are many technical disciplines
involved:

software engineering
electrical/mechanical engineering
reliability/safety/quality engineering
materials technology
manufacturing/packaging engineering
marketing/sales

and when the product is a medical device
we must add:

label copy review staff
medical staff
regulatory affairs

legal department

In varying degree, all of these functions
have a role in the product development
cycle beginning with the Requirements
Definition or Product Specification.

The Design Review process is a formalized
opportunity for all of these functions to
review the progress of the design and de-
liberate issues arising during the course of
development. Design review meetings must
be planned and prepared for in advance.
The responsibility for the orchestration and
conduct of the meeting typically falls to the
program manager and reliability engineer
since the net result of such reviews is to
assure that reliability and safety design
goals are being met as well as those which
include performance and schedule. Formal
design reviews are conducted at least at
the beginning of the program and near the
end when the product design nears comple-
tion.

Design reviews must be documented in
order to preserve the rationale for design/
redesign decisions made over the course

of development. This documentation should
be made part of the Device Master Record,
a necessary element of the FDA’s require-
ment for recording the essential details of
the evolving design.

Design reviews are conducted at strategic
points throughout the development pro-
gram. A typical program should allow for at
least three design reviews:

1. Preliminary Design Review
2. Intermediate Design Review
3. Final Design Review

In addition, there may be several informal
design reviews which are confined to the
engineering and technical functions to re-
view issues related to software/hardware
integration, reliability testing, design itera-
tion, clinical protocols, and other topics as
may arise throughout the program.

A method of recording the proceedings of
formal design reviews is important. Asum-
mary of action items is distilled from the
proceedings and circulated to all those
who have an active interest and role in the
development effort. The design review also
serves another important function; today’s
corporations are highly turbulent environ-
ments. A lengthy development program
could have numerous changes of key per-
sonnel before its completion. Although not
a solution, the documented design review
does buffer this all too often unfortunate
restive corporate syndrome.

10. Design Execution

Eventually, the paper design must take the
form of operating hardware. Naturally, the
designed function must follow thatintended
on paper, and by the time the product
reaches this stage its performance charac-
teristics are reasonably well known through
laboratory test and evaluation.

The Design Execution study provides the
development engineers with an opportu-
nity to examine the product for a different
type of failure which will not show up in a
FMEA. If, for example, a sensor is located
such that it can sense the presence of a
tubing segment to assure that it is in a
physical location where it can be pinched
closed by a safety clamp when triggered,
then .the security of the sensor location
must also be guaranteed. Attaching the
sensor within the physical configuration of



the device by any means which could cause
the product to become unsafe should the
sensor become detached, will deceive the
instrument into a false assumption that the
tubing is still within control of the safety
clamp. This is obviously a problem associ-
ated with converting the safe design re-
quirement from paper into the physical
hardware.

The quality of design execution may also be
verified by the application of physical
stresses, such as temperature cycling and
vibration. Such testing is designed to show
up any weakness in the way the product is
put together by forcing failures to occur.
While similar to certain tests involved in the
validation of the product’s environmental
resistance, this type of stress testing is
much more abusive to the product and in
some respects runs parallel to the objec-
tives of accelerated life testing. As with any
testing of this kind, a program to analyze
and correct the origin of such failures is
necessary to assure that the testing results
in improved product reliability.

11. Design Freeze

During every product development, the
design undergoes changes to improve its
function, performance, and reliability. These
design changes occur more frequently early
in the program and are generally made
during a period of volatile engineering ac-
tivity. Ultimately, however, this somewhat
informal process becomes counter-produc-
tive due to the number of prototypes which
clutter the laboratory, the rudimentary con-
dition of the documentation, and the accu-
mulating complexity of the design details.

At this point, the design should be frozen,
which is to say that the design drawings,
product specification, software, and all as-
sociated documents are assigned toadocu-
ment control center. Changes to the design
can then only be made by issuing an engi-
neering change notice (ECN) which must
be circulated for review and approval. On
approval, the change is entered on the
design drawings and the revision block on
the drawing is appropriately annotated.
Once the product is in production, the
changes must be transmitted to the manu-
facturing plant to be incorporated into the
production process.

Controlling the product design in this man-
ner is referred to as configuration control. It
becomes especially important in the manu-

facture of medical devices since it provides
traceability to changes during manufacture
by linking the design change to the serial
number of the device itself.

This information may become an important
key to the understanding of the origin of
some product failures which occur while in
use. The medical device system must in-
clude the post-design freeze changes in
the Device Master Record and Device His-
tory Record in order to be in compliance
with the good manufacturing practices
(GMP) specified by the Food and Drug
Administration. Recalls are often condi-
tioned by bracketing the affected products
design configuration by serial number.

12. Fault Simulation

The system hazards analysis establishes
the safe design goals. The safety program
plan establishes the safe design approach,
and the FMEA checks the effectiveness of
the safe design approach. Thesetechniques
are primarily paper studies. Fault simula-
tion is a procedure which is performed on
hardware, usually a pilot production unit.
Faults are selectively introduced into the
actual operating system in order to verify the
predicted failsafe response of the device.

itis almost never possible to simulate physi-
cally all of the fault conditions which are
theoretically studied during the FMEA pro-
cess. Consequently, they must be intelli-
gently selected to yield the kind of assur-
ances that this kind of testing intends.

13. Environmental Stress Testing

All products must live in an environment
which places a certain level of stress on its
operation and survival. While related to the
qualification test of the product to properly
function in the extremes of its environment,
stress testing plays a more fundamental
role in product development. By designing
to even more stringent environments than
the product can ever reasonably expect to
be exposed, the designer can build in an
extra measure of resilience which will as-
sure failure-free operation under normal
circumstances.

In a similar manner stress testing can be
used to force out early failures due to weak
components or latent manufacturing de-
fects. In some instances environmental
stress may be added to an accelerated life
test. There are in fact numerous ways in
which environmental stress testing can be

incorporated in the development program.
The objective is always the same, however,
regardless of the stress factor, its level of
severity or its combined use with other
tests. That is to locate and strengthen any
aspect of the product design which shows
susceptibility to premature failure.

The normal operating environment is the
source of a variety of failure precipitating
stresses: temperature, pressure, humidity,
electromagnetic radiation, vibration, and
corrosive elements. Stress testing involves
the controlled application of these stres-
sors either singly or in combination, and
measuring their effects on the product’s
performance. The use of such testing al-
most always must be customized to the
specific product and the general class of
failure phenomenon which are under inves-
tigation. Products may be “soaked” for a
period of time at high temperature or cycled
between high and low extremes to produce
thermal shock. Each may reveal a different
form of latent defects.

If the failure produced is permanent, the
device may simply be examined after the
test is complete. Analyzing intermittent fail-
ures is more difficult and may require that
the product be operated and monitored
during the stress testing.

When stress testing is used to “proof test”
the product, that is, to demonstrate its
robust qualities without producing failure,
the levels must be carefully selected so as
not to weaken the product or use up any of
its available useful life.

14. Product Specifications Compliance
Testing

Before full-scale production begins, the
product, representative of the production
methods to be used and the latest design
configuration, should undergo a compre-
hensive test and evaluation to assure that it
meets the current version of the product
specification. Some of the development
testing may be sufficient to satisfy some of
the requirements for specification compli-
ance. However, many other tests such as
splash resistance, EMI/RFI protection,
cleanability, maintainability, etc., are best
performed on a pilot production unit.

Since many medical hardware devices have
electronic control systems which utilize
microprocessors, the validation of the soft-
ware logic becomes an important aspect of
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specification compliance testing. This is an
area which calls for the application of skills
involving both test and analysis. Due to its
complexity and history of overlooked soft-
ware logic errors, the FDA is giving soft-
ware validation high priority.

Theresults of specification compliance test-
ing is an item which must be considered
during the final design review process.
Variances between the specification and
actual product must be reconciled before
full-scale production can begin.

Conceptually, production should not begin
until after the Final Design Review (FDR). It
is sometimes impossible to treat the final
design review as the simple event which
triggers full-scale production because of
the demands of the factory to remain pro-
ductive. The company may choose to risk a
possible rework of manufactured product
by beginning production before the speci-
fication compliance testing has been re-
viewed and signed off during the FDR. If
production begins before the FDR, accu-
mulated product must be quarantined in a
holding area while waiting for authorization
1o release.

As can be imagined, the pressures which
are involved in this process are enormous
and strong management control is required
to avoid the release of product which may
not be quite ready for the market place, an
action which could resultin regulatory sanc-
tions.

15. Market/Clinical Evaluations

In order to conduct market or clinical evalu-
ations, the company must have product
available. Every medical device manufac-
turer must deal with the problem of initially
producing alimited number of devices which
are representative of those which would be
produced by fuil-scale production. These
“limited edition” devices are distributed to
strategic market accounts or to clinical
investigators to gain further information
about the use and acceptance of the device
before committing the full resources of
manufacturing to its production. This inevi-
tably places great stress on the marketing
and engineering functions within the com-
pany.

Marketing wants the evaluations to begin
as soon as possible; after all, the competi-
tion is usually not far behind. Engineering
almost always believes the product is not
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ready and would have to be released lack-
ing certain performance/reliability valida-
tion studies. Engineering eventually agrees
to complete the final details concurrent
with field trails, and everyone agrees that
theinformation returned from the field evalu-
ation will offset the disadvantages inherent
in releasing the product too soon.

The two major problems which always make
field evaluation decisions difficult are:

1. Someone, usually manufacturing, must
produce a limited number of product
without turning on production all the
way; and

2.The Final Design Review which issues
the final go ahead, having been con-
vinced of the safety and efficacy of the
product, must occur before the prod-
uct is produced - that is, after the
engineers have completed all of their
design studies.

The only practical solution to this situation
is to hold two final design reviews; the first
to review the design status of the product
with a conditional approval to produce and
release for evaluation, the second after the
evaluation is complete and suggested de-
sign changes have been incorporated and
validated by engineering. There is an ad-
vantage in that the second final design
review benefits from having the results of
field trials available for review. If field evalu-
ations and design changes occur more
than once at this point, it is usually the first
indication that the future of the productisin
serjous technical trouble.

Often companies fail, or refuse to recog-
nize, that the product development effort
may entail a significant amount of research,
that the solutions to certain key aspects of
the product design may not be fully known
at the outset. The schedule is therefore
drawn around too much marketing desire
and too little engineering reality. Technical
failures during marketing or clinical trials
usually follow, accompanied by a few am-
bitious careers. When these problems oc-
cur, it takes a strong and wise management
to revise a new schedule and invoke the
discipline and rigor necessary to evolve the
product to a successful outcome.

There is also another vulnerable point in the
life cycle of medical products. Post-market
introduction engineering changes usually
do not receive as much critical attention as

during design. Product improvements and
other later changes are often made later by
engineers and others who were not part of
the original development team. There are
other factors as well but the net effect is
that the control over the engineering change
tends to be less rigorous, accompanied by
less testing, less analysis, and less atten-
tion to detail when the corporate eye is not
riveted on the product’s initial success or
failure. The result can be a costly recall.

16. In-Process QC Test and Inspection
Itis arequired practice in all medical device
manufacturing facilities to perform a quality
inspection of component parts as they are
received. From this point they are sent to
the work stations where they are assembled
into the product. In the process of using
these components, some form of fabrica-
tion must be employed.

At each stage of assembly the operations
are performed in accordance with a manu-
facturing specification. In order to assure
thatthese operations have been carried out
satisfactorily at each stage, the product of
that work station is checked by an in-
process quality control (QC) inspection or
test procedure. If the QC inspection re-
quires the use of standard measuring de-
vices then each device must be placed on
a calibration schedule which periodically
assures its accuracy.

Anin-process QC routing sheet follows the
product throughout the assembly process.
This sheet certifies that each assembly has
passed the QC examination at that point. It
is stamped and signed by the QC inspector
for that operation. These in-process QC
sheets become part of the device history
record and are filed at the facility under the
serial number of the device with which they
are associated.

It is not uncommon for manufacturing pro-
cess methods to be changed in response
to field failures, indirectly pointing to manu-
facturing or design deficiencies. In addition
to the in-process QC inspection/test pro-
cedures which are product specific, most
manufacturing organizations will have a set
of workmanship standards which address
assembly/fabrication/finish operations
which are common to all products.

FDA inspectors are especially sensitive to
the possibility that components or subas-
semblies which have been removed from



the production lines for scrap or rework
might find their way back into the assembly
line before being discarded or reworked.
The methods by which the plants handle
this detail must be as nearly fooiproof as
possible. Documented methods by which
scrap and rework is managed during pro-
duction is essential.

17. Final QC Test, Inspection, and
Release of Product

Both the manufacturing and the design
engineers collaborate on the development
of a final test and inspection protocol or
checklist which the product must pass be-
fore it can be released. This checklist is
again product specific and may include
some mild environmental stressing such as
burn in, power on/off cycling, vibration, and
temperature cycling. Finish, decals, labels,
and general workmanship are always in-
cluded. In some instances a brief test simu-
lating use may be prescribed before the
product is ready for release. Proper pack-
aging and the inclusions of instructions for
use must be verified.

The final QC Test department is the first
customer for the product and can be help-
ful in feeding back beneficial product im-
provement data both to manufacturing and
design engineers. As with the in-process
QC sheets, the final QC records also be-
come part of the device history file. Looking
through these records will usually reveal if
the birth of this specific product serial num-
ber was difficult or routine and uneventful
since they must contain all pass/fail/rework
information by product serial number.

VI. TYPICAL PROBLEM AREAS

Several areas of development do not fall
neatly into the time line of the development
process. They do, however, figure promi-
nently into the Quality Reliability and Safety
of the final product. These areas are:

1.designation of a central program
authority

2. designing for manufacturability

3. designing for servicability

4. compatibility assurance with other
components and systems

5.design assurance of post-market
engineering changes

6.quality assurance of field service
actions

1. Designation of a Central Program
Authority

The military refers to this person as the
System Program Officer or, in the parlance
of the military, the SPO. Development of
products in the private sector often lacks a
similar, well defined, central program au-
thority. The person designated for this role
must be highly placed and familiar with the
company, its operation and its products.
Properly selected, this central authority will
be knowledgeable of all of the primary
disciplines involved and unbiased with re-
spect to each.

2. Designing for Manufacturability
Designing a product to work and designing
it to be producible are separate problems
which must be considered together. Some-
times the designers best efforts at design-
ing for reliability and safety can be undone
inthe manufacturing process. Italso makes
simple economic sense to address the is-
sue because ease of manufacture not only
assures a more reliable and consistent re-
sult, it also yields lower production costs
and a more competitive product.

In order to accomplish this a manufacturing
expert must be a member of the design
team to plan production methods and influ-
ence the physical structure of the design to
make it compatible with these methods.

3. Designing for Serviceability

Maintainability is a recognized part of prod-
uct reliability. Every product which requires
periodic service should be designed in a
manner which minimizes the time required
formaintenance actions and assures acon-
sistent and correct result. Many service
operations which were initially performed
in the factory, perhaps by an automated
method or process, must be done by hand.
Skill on the part of the service man will
always be required. However, the easier it
is for him to service the product, the higher
the quality of the resulting repair will also be.

4. Assuring Compatibility with Other
Components and Systems

When products are required to interface
with a variety of other components or sys-
tems the variables involved in the nature of
this interface must be identified along with
a strategy for their control. Two conditions
are most often present:

1. the product incorporates hardware, a
disposable element and perhaps other

connected components all of which
are designed and produced by the
same manufacturer, and

2.the product must interface with other
products designed and produced by
another company.

Obviously, a medical device designer has
more control over his own product than
those of others. However, each interface
deserves special attention to assure that
design and procedural strategies are de-
vised to yield a product system which will
perform reliably and safely. The design
must attempt to control or compensate for
possible variations in the interface param-
eters and, where it cannot, consideration
should be given to the development of
instructions which appropriately cover these
circumstances of use.

Connected components, especially those
of a disposable nature, are often the prod-
uct of a manufacturing process which re-
quires good process control. Since pro-
cess control limits are also related to the
performance of the system, the product
must be designed to accommodate these
variations as they manifest themselves in
the resulting system.

5. Design Assurance of Post-Market
Engineering Changes

Field experience often suggests design
changes in the product after it has been
approved and marketed. Unless a serious
problem arises, the changes are consid-
ered to be routine improvements. The origi-
nal frantic team activity has long abated
and key designers may be gone or on to
other assignments. Therefore, the routine
engineering change falls to a junior engi-
neer who may not have even been part of
the original development effort. The non-
chalance often present when making rou-
tine changes in products which are re-
garded as mature provides the stage upon
which a major disaster may occur. More-
over, even when changes are more than
just routine, companies are motivated to
defend them as routine lest the entire FDA
submission process be set into motion all
over again.

Companies may argue to the FDA that
certain product changes do not change the
essential nature of the product due to its
similarity to other existing products of their
own or other companies manufacture. The
success of this argument lessens the de-
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gree of effort involved in validating the
product change and permits getting into
the market faster. The argument may even
be a legitimate one. However this should
not preclude taking the time to fully validate
engineering changes in the mature prod-
uct.

6. Assuring the Quality of Field Service
Actions

The need for quality assurance in manufac-
turing is well recognized. This same need,
however, is not fully appreciated when it
comes to field service actions. Field service
is actually a mini-manufacturing process
without benefit of automation. Many, if not
all, operations are performed by hand with
a skill which may not be generally prevalent
on the floor of the manufacturing plant.
Service men are engineering technicians, it
might be argued, not your usual assem-
blers found on the production line. None
the less, published procedures and work-
manship standards must be on the shelf of
the service facility and standard operating
procedures (SOPS) followed in order to
assure a uniform quality of repair.

An especially critical procedure is that of
calibration. Often, special fixtures and in-
strumentation are used in the factory. Field
servicemen, however, are left to improvise
a method of calibration which will hopefully
achieve the same results.

When afieid problem involving performance
reaches such proportions that everyone
becomes involved in searching for its

source, discrepancies in calibration meth-
ods can usually be found. This sometimes
takes a curious twist when customers un-
dertake to verify certain calibrated param-
eters on their own and are unable to dupli-
cate the published performance data. Their
first complaint is often to a sales or market-
ing person whose nextresponseistocallin
field service. Consequently the methods
which the service engineers employ, and
the quality of their workmanship, is impor-
tant to the success of the product in the
market place.

VIi. CONCLUSIONS

The primary focus of this discussion about
medical devices has been on the design
and development activities required to bring
these products to the point where they can
be turned over to manufacturing. All medi-
cal device designers and manufacturers
are required to register their facility with the
Food and Drug Administration. As a regis-
tered facility they are subject to the Good
Manufacturing Practice (GMP) regulations
as set forth by the FDA.

The historical objectives of these regula-
tions were to introduce controls over the
manufacturing process which would as-
sure the “safety and efficacy” of the prod-
uct. These objectives are still true; how-
ever, many product failures have been
traced back to deficiencies of design or
manufacturing. These are, of course, most
vexing to the FDA and the manufacturer
alike because all of the product which has

been released to the field is affected and
must be recalled.

Furthermore, when the correction cannot
be phased in as part of a field retrofit
program, the products removed from ser-
vice usually cannot be replaced from avail-
able inventory since that, too, must be
quarantined.

The FDA requires prompt action on the part
of the manufacturer. The FDA is placed in
an awkward position on occasion, if forced
removal of medical devices works greater
hardship on the patient population than the
risk itself imposes. The FDA is suspected
also of treading a little more lightly when
dealing with smaller firms because they are
disinclined to be in part responsible for the
financial ruin of a company with smaller
reserves.

The design side of medical device develop-
ment invites more interesting discussion
than the manufacturing side because of the
challenge involved in standardizing this
process.

It may never be possible to specify an
approach to a particular design because
there is always more than one “correct”
solution. It is possible, however, to specify
the elements of a correct design process.
This is what has been attempted here in a
manner which avoids getting mired in the
technical detail which must be presentin all
product development programs.

ABOUT THE AUTHOR

James R. Wingfield, C.R.E., is a Senior Reliability and Safety Consultant for Triodyne Consulting Engineers and Scientists, Inc., Niles, IL.
He is an experienced scientific investigator in Reliability, Safety, and Failsafe Design for both products and systems involving design
approach, environmental stresses and human factors. He has performed and supervised Systems Hazards Analysis and Failure Modes
and Effects Analysis during design and conducted Failure Analysis and Corrective Action Programs as an integral part of the design

process.

His extensive experience in research, basic industry and commercial product development was carried out with several companies,
including Standard Railway Corporation, Chicago; IIT Research Institute, Chicago; Travenol (Baxter Healthcare), Roundlake, IL, and at

Triodyne.

Mr. Wingfield received his B.S. in Mathematics and Physics at the lllinois Institute of Technology, with distinction, in 1870 and his M.S. in
Mechanical Engineering from the University of Arizona in 1988. He also did two years of undergraduate study in Engineering Sciences at
Purdue University. He is a member of the American Society for Quality Control, the IEEE Reliability Division, the American Society of Safety
Engineers and the American Society of Mechanical Engineers. He has had numerous publications in technical journals and monographs
and has been a guest lecturer at the lllinois Institute of Technology.

18



ELECTROMAGNETIC INTERFERENCE
AND ELECTROSTATIC DISCHARGE
TESTING ON MEDICAL PRODUCTS:
INTRODUCTION

by Richard M. Bilof, Ph.D.

Midwest EMI Associates, Inc.

INTRODUCTION

There is a class of product or process
failures which are particularly elusive. They
are transitory, often leave no evidence, and
testing never reveals any hardware prob-
lems." 2 Sometimes operator error is mis-
takenly suspected. Sometimes other equip-
ment subject to the same environment also
exhibits erratic behavior.

Transient failures which cannot be traced
to hardware faults or operator error by
usual investigative techniques are often
caused by an environmental effect called
electromagnetic interference (EMI). Some
examples of typical EMI problems include
the following:

1.1n the early 1980’s there were many
reports in the medical literature of er-
ratic performance of implanted car-
diac pacemakers due to interfering sig-
nals emitted from industrial and con-
sumer microprocessor controlled de-
vices such as microwave ovens, tele-
vision sets, elevators and library secu-
rity systems. Perhaps the most memo-
rable is that of the consumer who com-
plained to the FDA that the automatic
cruise control in his new automobile
caused his pacemaker to function er-
ratically.®

2. Recent accounts* have been given of
electromagnetic compatibility prob-
lems with certain U.S. Army aircraft,
despite the often exaggerated ac-
counts of exemplary performance dur-
ing the invasion of Panama and the
Persian Gulf War. Most notable are
thosethat involve the Apache and Black
Hawk Helicopter Programs. Apparently
the susceptibility of electronic gover-
nor circuitry to low level emitters such
as commercial microwave, television
and airport radar has resulted in the
triggering of an overspeed condition
and subsequent double engine de-
struction. Other reported areas of sus-
ceptibility for these aircraft include
uncommanded stabilator movement,
automatic flight control system irregu-

larities, and anomalous uncontrolled
operation of vertical instrumentation
display systems, AC and DC power
systems, fire detector systems, blade
de-icer system, command instrument
system, as well as other systems.

3. Anne Scully, who lives in Hull, Massa-
chusetts, reports that she can hear
nearby WBZ’s 50 Kw transmitter broad-
casting through her radiator. Things
are even worse for her neighbors, who
claim they can hear “Maynard in the
Morning,” broadcasting from their toi-
lets. Powerful transmissions are ap-
parently exciting conductive structures
and producing audible signals through
audio rectification. The trials of Ms.
Scully have been covered by the New
York Times (Jan. 17, 1988) and Micro-
wave News (Jan/Feb 1988).5

4.There are many examples of the haz-
ards of electromagnetic radiation to
ordnance or explosives. Here the prob-
lem manifests itself not by inadvert-
ently jamming or causing disturbance
to a receivers information output but
rather by sufficiently high ambient elec-
tromagnetic energies to ignite ord-
nance devices. Ordnance devices,
which are triggered electrically are
known as electro-explosive devices
(EED) or squibs. They may be used to
actuate switches, to separate fasten-
ings between structures, to set off blast-
ing explosives or to ignite explosive
rocket motors. Because of the violent
consequences either of failure to oper-
ate or premature operation, the sus-
ceptibility of such devices to electro-
magnetic influences, is a serious con-
cern. Consider for example the military
fighter aircraft pilot on approach to
landing who tunes his communica-
tions radio to the local control tower
frequency and keys his microphone.
At that point the carrier signal emitted
by his transmitter triggers the ordnance
device attached to his ejection seat
and he is immediately and without
warning separated from his airplane.
Incidents of this type were fairly com-
mon in the 1950’s and instrumental in
the development of some of the cur-
rent electromagnetic compatibility
standards.

What characteristics do all of the above
examples have in common? For one thing

they all represent unexpected electromag-
netic energy being coupled from a source
(emitter) to a susceptible receiver. For an-
other, they are generally transient in nature
and not easily repeatable unless conditions
are exactly right. For this reason they often
go unrecognized and are attributed to a
“bug” or “glitch” etc. Quite often a user will
be blamed rather than an electronic circuit
because when the device is examined un-
der “normal” circumstances, it performs
flawlessly.

HISTORY

EMI testing arose as a result of World War
Il and the recognition of the fact that the
detonation of nuclear weapons creates very
strong electromagnetic fields that can in-
stantly disable electronic equipment hun-
dreds of miles away. Radar was also found
to cause localized disturbances. It was
necessary to develop theories on how elec-
tromagnetic fields propagated from these
devices and how they caused equipment
malfunctions.

In the early 1970’s it was recognized that
the same theories developed in World War
Il could be applied to the problems of
localized disturbances which affected com-
puters and televisions. There were com-
plaints by the public that television recep-
tion was being interfered with by CB radios,
computers, vacuum cleaners and a large
variety of other devices. The broadcasting
industry petitioned the FCC to regulate
electronic equipment to reduce the levels
of interference and provide for clear recep-
tion of programming. This was the begin-
ning of large scale regulation of all elec-
tronic emitters whose frequencies were
greater than 10 KHZ.

TESTING FOR EMI

There are two ways in which a specialized
EMI testing laboratory can help. First, test-
ing a device for EMI emissions before it
goes into production allows design modifi-
cations necessary to meet all applicable
standards. Agencies typically require regu-
lation to acceptable levels of noise in the
broadband and narrowband categories.

Second, testing the device for susceptibil-
ity to EMI radiated from other sources will
help increase reliability by adding whatever
protective measures may be necessary.
The science of fortifying electrical equip-
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ment against the effects of EMlinterference
is called susceptibility engineering.

Military Testing

The Department of Defense regulates EMI
testing of military equipment. Testing in
accordance with Military Standard 46IC®
usually requires security clearances and is
very intensive. Submission of data is very
meticulous and detailed and the govern-
ment may require special certification.

Medical Testing

Presently, testing of medical devices is
voluntary and is covered by FDA Standard
MDS-201-00047, issued in 1979. Special
testing expertise and equipment are re-
quired to do these tests. Although testing to
MDS-20I- 0004 is not presently required by
the FDA, it is highly recommended for the
benefit of the end user. The testing is very
specific to conditions that could arise in the
field.

PREVENTING EMI AND ITS EFFECTS

Avariety of techniques and standards have
evolved to analyze EMI disturbances. Spe-
cialized antennas, spectrum analyzers and
a host of other apparatus can measure
simulated or actual EMI effects. Agencies
such as the FCC and the European VDE
organization routinely regulate commercial
equipment. IEEE and ANSI have also writ-
ten numerous protocols.

There are many sources of interference that
can cause EMI problems, among them
unshielded cables and PC board traces
carrying high frequency clocks.

ESD

It has been found that electrostatic dis-
charge (ESD) is a major source of factory
and field failures. Preventive engineering
using the appropriate shielding has been
found to significantly reduce field com-
plaints. New European requirements (IEC-
8018 require ESD testing. It is particularly
important to perform this test on equip-
ment as it is related to failsafe design.

Electrostatic discharge is one form of elec-
tricalinterference which does produce hard
failures traceable to a specific cause.

Conditions for ESD are optimal when the
weather is cold and dry. Walking across a
carpet or sliding from a chair can produce
a high surface potential which will dis-
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charge, usually through the hand or finger,
to any other surface of lower potential.
When this surface is the key pad of an
electronic instrument the discharge, which
can often be felt and seen as a spark,
occurs near the point of contact. This dis-
charge, which may be from ten to fifteen
thousand volts, follows electrical pathways
to components in the control and logic
circuitry.

For the remainder of this paper | would like
to focus on medical EMI and ESD testing.

NUISANCES DUE TO ESU MAGNETIC
RADIATION

One of the primary sources of EMI in the
hospital operating room is the electro-
surgical unit (ESU) used to control bleeding
during surgery. Until recently there was no
reliable method to make equipment im-
mune to ESU nuisance alarms. The induce-
ment of alarms comes primarily from high
near-field magnetic emissions in the oper-
ating room. To understand why please refer
to Figure 1 which shows the derivation of
the simple case of a magnetic loop. As can
be seen, the equivalent electric field inten-
sity of a magnetic loop increases in inten-
sity by the square of loop radius. The RS-0l
loop from Mil Std 461C is commoniy used as
a reference for magnetic field calculations
as shown for a simple example. Also shown
is the Faraday Law by which interference
voltage may be induced in the equipment
through inductive means. The near/far field
distance is easily calculated to be 1.59
meters at 30 MHz, hence all ESU emissions
are considered near field. The electric field
strength increases as the inverse square of
distance and the magnetic field strength
increases as the inverse cube of distance.
It is therefore magnetic fields resulting from
the long looping ESU wires that cause the
greatest nuisance potential.

Figure 2 shows a power curve for a typical
ESU (Valleylabs SSE2L). At peak power the
current in the ESU wire is approximately
one ampere but can be much higher if the
load approaches a shorted condition. For
effective cauterizing action the carrier is
strongly modulated. The resulting mag-
netic field noise spectrum of this typical
ESU is also shown in Figure 3.

If we assume a somewhat realistic loop
diameter of one meter, an RF current of one
ampere, a one turn loop, a one MHz inter-

ference frequency and distance to the equip-
ment of one meter then the resultant field
strength orthogonal to the loop is 47 V/m,
which is well above MDS-20I1 guidelines. As
an example, if we assume that an untuned
four-inch diameter loop is inside the unpro-
tected case of the victim receiver, then
such a field could generate a broad band
noise voltage of 5.6 millivolts RMS com-
mon mode on a susceptible sensor compo-
nent.

In practice the power levels of older ESU’s
are much higher and the leads are draped
much more closely in the cramped OR
environment so that the apparent field ef-
fect is magnified greatly as the distance
decreases to the equipment. If the equip-
ment has a gain stage or multiturn inductor
then the disturbance is also amplified. The
ESU may be activated in several modes
during procedures to perform cutting,
fulgarization, dessication and coagulation
each of which has a different modulation.

Measurements of critical biological param-
eters can be altered while the ESU is active
through:

1. Magnetic coupling to inductors

2. Injection locking to oscillators

3. Noise induction onto the data lines
causing alarm, and

4. Audio rectification in op amps or di-
odes in the equipment.

Since the ESU wires need to pass through
sterile fields in the OR, they are close to
infusion pumps and other devices, which in
turn, are very close to the patient. Some
hospitals mount the ESU in the ceiling or
under the patient to minimize loop area and
lead length and keep other equipment tan-
gential to the loop which substantially re-
duces coupling. Biological signals mea-
sured while the ESU is active become
“fuzzy” in appearance and amplitude modu-
lation of signals is commonly observed.
Effects observed in the laboratory inciude
blinking display of biological indicators, and
disrupted communications. ESU wires can-
not be shielded because it would restrict
surgeon mobility. The ESU is used during
procedures to control bleeding and pre-
vent tissue infection.

ESU CASE HISTORY

In an isolated complaint we investigated
several years ago, a hospital indicated that



FIGURE 1
ESU LOOP MAGNETICS
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e EXAMPLE RS-01 LOOP RECEIVER

Assumer=33.57cm,d=12cm, N

10, 1 =1 AMP

B (V/m) = 47.12 x 10 x.122 x 1
(.3357)°

179.35 V/m or 165 dBuV/m

¢ VICTIM RECEIVER NOISE VOLTAGE (FARADAY’S)

E=444 x f x B x A x 108 where A = loop area, sqcm
f = frequency, Hz
B = Field Strength, Gauss
E = Open Circuit Voltage
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aBovi CSV electrosurgical unit had caused
nuisance occlusion alarms in an infusion
pump in the OR during open heart surgery.®
By watching the procedure we noted the
wires were draped through sterile fields
directly behind the infusion pump with the
return lead draped to the floor. This condi-
tion was seen to present maximum cou-
pling for magnetic flux into the pump and its
sensors. In abrief study we found thatin the
extreme the Bovi could injection lock the
occlusion sensor of the pump and simulate
an occlusion if we placed a four-turn 9 cm.
loop of ESU wire directly upon the front
panel and also could induce an air sensor
alarm using the same method. (Please note
that draping of an ESU wire in front of the
front panel of any medical device is a highly
unusual procedure).

Although we could hoteconomically change
the design to suit the circumstances in this
hospital, we recommended a change in the
Bovi orientation which lessened the nui-
sance potential. Inasubsequent design the
sensitive exposed sensors were redesigned
to a higher frequency with improved circuit
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Figure 2. Typical Output Impedance Curves

“Q” factor and moved inside a protective
EMI case which further reduced the inter-
ference potential.

This case study also caused our company
to adopt a strategy of standardly testing
against ESU’s during qualification testing
of new medical devices. Because ESU’s
are common to the hospital environment
and emit intense near-field radiation, a sec-
ond strategy used was to design medical
equipment robustly from an EMI stand-
point to the rear of the enclosure. The
problem of ESU interference is compounded
because different proprietary cut/blend
techniques, atmospheric conditions and
humidity, power levels and frequencies are
employed and the equipment is expensive
to purchase from a test standpoint. Our
criterion of acceptance is safe faifure with
alarm and ideally no degradation. Because
magnetic fields are present in many other
biological measurements (MRI machines),
we also standardly test to Mil Std 461, RS0l
and use an eleven-inch diameter Helmholtz
coil pair to generate a 60Hz field of 145
microtesla for simulation purposes. Large

static magnetic fields are produced by MRI
machines thatmay cause mechanical move-
ment of iron-based sensor components
causing nuisance alarms.

WIRELESS COMMUNICATIONS

Many manufacturers are now introducing
ambitious and economical wireless prod-
ucts into hospitals. Because UL testing
limits 60Hz leakage current severely in pa-
tient-connected equipment, the wireless
method would look attractive for monitor-
ing and feedback purposes. Unfortunately
electrical interference is a significant prob-
lem to be overcome. In the latest EMC
record®'* some McGill University research-
ers performed site surveys at several hos-
pitals in Canada and found a peak level of
interference of 135 dBuV/m and recom-
mended mandatory compliance with the
FDA specification. Since interference can-
not be reduced, either power levels must
be raised, bandwidths reduced, or special
modulation and decoding techniques em-
ployed. Some manufacturers are employ-
ing microwave frequencies for communi-
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Figure 3. Valley Labs SSE2L. ESU 3 meters using EMCO 6502 magnetic antenna.

cations which creates a curious dilemma
because the performance of medical de-
vicesare nottypically tested in theseranges.

We investigated the complaint of one hos-
pital situated ina hilly region concerning the
unexpected operation of an infusion device
on the hospital's upper floors. We per-
formed a quick site survey using an
HP8590B analyzer, support EMCO
biconical and log periodic antennas and a
Holladay probe. The highest continuous
signal measured during our brief stay was
112 dBuV/m due to the hospital paging
system at 524 MHz; however, the broad
band isotropic probe measured a 2V/m
continuous peak level due to a wireless
system installed on the upper floors. Sev-
eral FM transmitting towers were visible
from the upper floors and a microwave dish
was nearby, pointing away from the hospi-
tal.

After we had investigated the MRl area and
some X-Ray machines, a security guard
was asked to activate his Motorola Radius
P-50, Model H44CNU7I20AN, portable

transceiver. At arange of one foot it gener-
ated a 22 V/m field and at one meter it
emitted an 11 V/m field. The transmission
did not cause our customers device to
malfunction because we knew the device
had been qualified to the higher suscepti-
bility levels of Mil Std 46IC Part 4. Although
an EMI cause of this hospital's complaint
was not found and was later attributed to
lack of training in use of the product, this
case nevertheless illustrates that mobile
wireless transceivers with ever increasing
radiation efficiencies may potentially be
used by security, fire, police and hospital
personnelin close proximity to patients and
equipment especially in emergency situa-
tions. At present MDS-20I-0004 only tests
to levels of .5-7 V/m but IEC 801 recom-
mends 3-10 V/m (to | GHz).

BATTERIES AND ESD:
DESIGN STRATEGY

The topic of ESD has been addressed ob-
jectively in many excellent articles™ and
books™ ', ESD provides only slight sensa-
tions in humans but can be fatal to unpro-

tected electronics that employ low voltaic
threshold semiconductors for operation.
The real life complication that can arise is
that unsafe ESD failures can go unnoticed
because the front panel display indication
becomes frozen or alarms do not sound.
When ESD breaches the defenses of a
medical product, the currents travel to the
closest earth ground. If a semiconductor
device such as an EPROM is part of that
path, the ESD pulse will turn many semi-
conductor junctions into metal junctions
which act as short circuits to the battery or
power supply. In the extreme ESD effects
are so severe that no alarm is given and the
affected semiconductor component suf-
fers degenerative avalanche breakdown
causing rapid heating and instant battery
depletion.

Since a safe failure is of paramount impor-
tance, it is an effective strategy to provide
two paths for supplying power to the medi-
cal product which are fused, one of which
is dedicated solely to the alarm circuit. The
alarm or watchdog must also deactivate
safely all motorized functions orrelays. The
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dry atmosphere of winter is a worst case for
discharge and 15 KV air discharge and 8KV
contact are possible levels of disturbance
according to IEC 801. ESD effects are cu-
mulative on equipment and may occur
only within certain levels of applied voltage
so extended study timeisrequired. Failures
noted in other tests are often linked to those
which occur during ESD testing.

Although at first glance battery selection
may not be considered an EMI issue, it has
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Figure 4. Life Standard

been a major recall problem for manufac-
turers. [t is the primary protection against
brownouts and blackouts. The discharge
characteristic of a battery is a critical con-
sideration in design because it affects time
in alarm. As batteries age the discharge
cycle shortens and becomes sharper and
several years ago a battery that was used
by many hospital manufacturers was found
to degrade seriously after 25 deep dis-
charge cycles. Another manufacturer pro-
vided a battery that would not degrade

substantially even after 250 deep dis-
charge cycles under identical discharge
conditions.

Lead acid is still preferred to nickel cad-
mium despite its weight because of a more
gradually sloped discharge characteristic.
The sulfuric acid component of lead acid
batteries is a serious concern because of
electrical corrosion and the possibility of
fire due to overcharging. Batteries must be
physically separated and vented from elec-




tronié components and charging must be
carefully controlled.

Although hotly debated, lithium batteries
are perceived to have high internal resis-
tances, steep end of life curves and can be
unstable under high discharge currents that
make them unsuitable for motorized medi-
cal applications. Unusual behavior observed
when lithium cells have been employed
include false microprocessor resetting and
motor failures. For light duty applications
such as CMOS memory standby or real
time clocks, lithium cells are excellent can-
didates but may still suffer hazardous rapid
discharge due to the ESD breakdown phe-
nomenon described. Memory which might
be compromised by ESD or other EMI ef-
fects should be checksummed at least on
power up and preferably continuously with
critical parameters stored in at least two
memory locations.

MEDICAL EMI TEST PLAN STRATEGY

The previous issues are addressed in a
newly introduced medical EMI test plan,
Figure 4. This test strategy is based on
MDS-20I-0004, Mil Std 461C Part 4 and IEC

801 standards which, in combination, can
be used to define the simulated worst-case
hospital environment. The advantages to
the plan are that the hospital environment is
defined objectively and ordinary simula-
tions and stresses are created which allow
observation of the response of the medical
product before it is used in clinical trials.
The plan is improved by surveys at hospi-
tals and from hospital complaints that ap-
pear generic. The test results are examined
by product managers and cost-effective
solutions are implemented.

In most cases the most effective solutions
are ones that address susceptibility prob-
lems as opposed to emissions problems. in
particular, due to the relaxed limits of MDS-
20i-0004, radiated emissions are seldom
suppressed. The resulting cost effective
EMI strategy is to endow medical equip-
ment with great strength to the rear of the
enclosure and moderate protection to the
front. Panel displays are usually never EMI
protected.

The hospital plant should employ auxiliary
protection if needed against high frequency
stimulus, lightning, and transients that ex-

ceed IEC 801 guidelines. Powerline semi-
conductor transient suppressors are unde-
sirable for use in medical devices because:

1. Catastrophic failure and fire may occur
if not fused

2. Nuisance failures are easy to induce in
testing if fused, and

3. The devices are too large in size to be
effective.

Gasketing for EMS purposes must have the.
ability to withstand new cleaning chemicals
which are presently needed to destroy po-
tent viruses. The chemicals are often highly
electrically conductive and may short out
batteries, AC lines and keyboard switching
functions. If “O ring” seals are used, the
case half flanges of the product should be
protected from decorative paint overspray
during fabrication to prevent the paint from
becoming a deleterious insulator. Solution
spills are the most common threat to medi-
cal electronics in the hospital environment.
Sterilization using autoclaving is usually
not possible for electronically based medi-
cal products.
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What is a Defect?

The definition of a defective product in a
state may be found in the case law of that
state. In our Safety Briefs, we explore lead-
ing productliability case law for one or more
states. Triodyne Inc. relies on the trial bar for
selection of the cases sited.

NORTH DAKOTA

North Dakota first adopted the rule of strict
liability in tort in Johnson v. American Mo-
tors Corporation, 225 N.W.2d ST (N.D.
1974). In Johnson, the plaintiff was killed
when the Rambler she was driving was
struck from behind and immediately upon
impact burst into flames. Family members
who brought suit on her behalf, claimed
AMC was strictly liable, and the court
agreed: “The manner in which the public
interestin human life and safety can bestbe
protected is by subjecting manufacturers
and sellers of defective products that are
unreasonably dangerous to strict liability in
tort when their products cause harm to
users and consumers.” The North Dakota
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Supreme Court specifically adopted the
theory of strict liability as set forth in Re-
statement Second of Torts, § 402(a).

Before the rule of strict liability can be
applied, it must be found that a product is
defective in design or manufacture, that the
defect renders the product unreasonably
dangerous to the consumer, and that the
defect existed when the product left the
manufacturer. Kaufman v. Meditec, Inc.,
353 N.W.2d 297 (N.D. 1984). Unreasonably
dangerous has been defined by statute to
mean that: The product was dangerous to
an extent beyond which would be contem-
plated by the ordinary and prudent buyer,
consumer, or user of that product in that
community considering the products’ char-
acteristics, propensities, risks, dangers, and
uses, together with any actual knowledge,
training, or experience possessed by the
particular buyer, user, orconsumer. NDCC,
§ 28-01.1-05(2).

In Morrison v. Grand Forks Housing Auth.,
436 N.wW.2d 221 (N.D. 1989), the question
was whether a battery operated smoke

detector was defective because the in-
structions contained inside the smoke de-
tector did not inform a consumer that the
detector required a battery to operate and
also did not warn of danger of removing the
battery and leaving it out. The plaintiff ad-
mitted that the detector had gone off three
or four times when there was smoke in the
kitchen and that at each time she had
opened the cover and took the battery out
until the smoke had cleared before replac-
ing the battery. She also admitted that
when the battery wore out, and the detec-
tor began chirping, she took the battery out
of the detector and failed to replace it with
anew one. The court found no defect since
danger of removing the battery from the
battery powered smoke detector was obvi-
ous to a “reasonable and prudent user of
the product” and additionally, the plaintiff
had actual knowledge that this particular
detector did not work without a battery.

Cases selected and text written by Thomas
E. Merrick of the Law Offices of Paulson &
Merrick, Jamestown Mall, Suite 200,
Jamestown, ND 58402-1900.
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